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= History

Created by Bram Cohen in 2001

- At the time p2p protocols only connected 2 peers to each other.
- Speed limited due to one person’s connection

= Brief Introduction

« Estimated 150 million active users, approximately 250 million users (as of Jan. 2012)

« Estimated that BitTorrent traffic accounts for roughly 35% of all traffic on the Internet.
(http://www.zdnet.com/blog/itfacts/cachelogic-says-35-of-all-internet-traffic-is-now-bittorrent/6431)

« Since 2010 200,000+ users have been sued
for using the protocol to share copyrighted material
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Introduction E

= Description

Allows users to join a "swarm" of hosts to download and upload from each other simultaneously
« Shares contents(files) efficiently using “file swarming”
* Needs many concurrent sessions

* Adopts Hybrid P2P instead of centralized P2P

Centralized Server in the past

Distributed structure
(Gnutella, Napster, Soribada) itTorm i

(BitTorrent)

' t) reern
- k@ A

S faS—
Peer 1 \ / ----
Client 1 Client 2 veee.  Client n Peer 2 Peer 3
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=  Essential Terms in BitTorrent Protocol (1)

block

A block is a piece of a file. When a file is distributed via BitTorrent, it is broken into smaller
pieces, or blocks. Typically the block is 250kb in size, but it can vary with the size of the
file being distributed. Breaking the file into pieces allows it to be distributed as efficiently
as possible. Users get their files faster using less bandwidth.

client
the BitTorrent software used to download and upload files. The BitTorrent client can be
downloaded here.

leech or leecher

usually refers to a peer that is downloading while uploading very little, or nothing at all.
Sometimes this is unintentional and due to firewall issues. The term leech is also
sometimes used to simply refer to a peer that is not seeding yet.

peer
one of a group of clients downloading the same file.

re-seed

Re-seeding is the act of putting up a new complete copy of a file after no more seeds are
available to download from. This is done to allow clients with only partial downloads to
complete the download process and increases availability

(Reference) http://www.bittorrent.com/intl/ko/help/fag/concepts
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= Essential Terms in BitTorrent Protocol (2)

scrape
This is when a client sends a request to the tracker for information about the statistics of
the torrent, like who to share the file with and how well those other users are sharing.

seed
a complete copy of the file being made available for download.

seeder/seeding
a peer that is done downloading a file and is now just making it available to others.

swarm
a group of seeds and peers sharing the same torrent.

torrent
generally, the instance of a file or group of files being distributed via BitTorrent.

torrent file
a file which describes what file or files are being distributed, where to find parts, and other
info needed for the distribution of the file.

tracker
a server that keeps track of the peers and seeds in a swarm. A tracker does not have a
copy of the file itself, but it helps manage the file transfer process.

(Reference) http://www.bittorrent.com/intl/ko/help/fag/concepts
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Protocol Specification

= Bencoding (Binary encoding)

A way to specify the data in a terse format

Type Description Format Example
Strings Normal Strings [series of conti | <length>:<data> 7:network
nuous characters]
Integers Normal integers i<integer>e i3e
Lists They are lists of types [strings, [l<contents>e |8:advanced7:networke
integers, lists, dictionaries]. Contents are bencoded.
Dictionaries | They are a mapping of keys to |d<keys><values>e d3:oneile3:twoi2e5:threei3e4:four
values Contents are bencoded with [i4ee
no separators.

forensicinsight.org
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Protocol Specification

= Structure of Torrent with a single file (Metalnfo)

v' The piece length specifies the nominal piece size, and is usually a power of 2.
v The most common sizes are 256 kB, 512 kB, and 1 MB

Key Description
Info A dictionary that describes the files
-length Length of file in bytes (integer)
-md5sum(optional) A 32 character hexadecimal string corresponding to the MD5 sum of the file.
-name The filename of a string(string)
-piece length Number of bytes in each piece (integer), commonly 218 = 256KB
-pieces String consisting of the concatenation of all 20-byte SHA1 hash values,
one per piece.(raw binary encoded)
Announce The announce URL of the tracker

Announce-list (optional)

This is an extension to the official specification, which is also backwards comp
atible. This key is used to implement lists of backup trackers.

Creation date (optional)

The creation time of the torrent, in standard Unix epoch format
(integer seconds since 1-Jan-1970 00:00:00 UTC)

Comment (optional)

Free form text comments.(string)

Created by (optional)

Name and version of the program used to create.

forensicinsight.org
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Protocol Specification E

= Structure of Torrent with multiple files (Metalnfo)

Key Description
Info A dictionary that describes the files
ofiles a list of dictionaries, one for each file.
- length Length of file in bytes. (integer)
-md5sum(optional) A 32 character hexadecimal string corresponding to the MD5 sum of the file.
- path a list containing one or more string elements that together represent the path

and filename. Each element in the list corresponds to either a directory name o
r the filename. (e.g) a the file "dirl/dir2/file.ext" would consist of three string el
ements: "dirl", "dir2", and "file.ext". 14:dir14:dir28:file.exte

oname the name of the top-most directory in the structure -- the directory which cont
ains all of the files listed in the above files list. (string)

opiece length Number of bytes in each piece (integer)
opieces String consisting of the concatenation of all 20-byte SHA1 hash values, one per
piece. (raw binary encoded)
Announce The announce URL of the tracker
Announce-list(optional) This is an extension to the official specification, which is also backwards compat
ible. This key is used to implement lists of backup trackers.
Creation date (optional) The creation time of the torrent, in standard Unix epoch format
(integer seconds since 1-Jan-1970 00:00:00 UTC)
Comment(optional) Free form text comments. (string)
Created by(optional) Name and version of the program used to create.
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Protocol Specification Example

= Example of Torrent structure with a single file @
EE.EI]I.12D53l].avi.turrentm|

0000h: &4 38 3k &1 &E &E &F 75 6E &3 &5 33 32 3L 68 74 df:announce32:ht
0010n: 74 70 3L 2F 2F 74 72 61 &3 6B &5 72 2E 74 66 69 tp://tracker.tfi
0020h: 6&C 65 2E 6D &5 2F 61 6E 6E &F 75 6E 63 65 31 33 le.me/announce
0030h: 34 61 6E 6E &F 75 6E 63 65 2D 6C 63 73 74 6C &C
0040h: 33 32 34 68 74 74 70 34 2F 2F 74 72 61 63 6B &5
0050R: 72 2E 74 66 69 6C 65 2E 6D 65 2F 61 6E 6E &F 75
0060R: 6E 63 65 65 6C 32 39 3L 68 74 74 70 34 2F 2F &9
0070R: 2E 62 61 6E 64 69 74 &F 2E &F 72 &7 2F 61 6E &E . :
0080h: &F 75 GE 63 65 65 65 31 30 34 63 72 65 61 74 65 ounceéef0:Ereate
0090h: 64 20 62 79 31 33 3A 75 54 6F 72 72 65 6E 74 2F [ bi}l3:uTorrent/
O0AOR: 32 30 34 30 31 33 3R 63 72 65 61 74 6% &F 6E 20 204013 :creation]

00BOh: 64 61 74 65 €9 31 33 33 38 33 38 36 39 31 37 65 Hatdil33s386917e ®
00COR: 38 3R 65 6E 63 6F 64 69 6E &7 35 3R 55 54 46 2D 8 i
00DOR: 38 34 3L 69 6E 66 6F 64 36 3L 6C 65 6E &7 74 68 84:{infddé:lengtH
0DO0EOh: 69 31 35 33 32 32 31 37 33 34 34 65 34 34 6E 61 1i1532217344e47na
00FOn: €D 65 34 31 3R EC 2C A0 EB A0 B9 2E 45 30 31 2E  [md4l:ie & :.E01.
0100R: 31 32 30 35 33 30 2E 48 44 54 56 2E 58 32 36 34 120530.HDTV.X264
0110n: 2E 37 32 30 70 2D 4B &% &E &7 2E &1 76 &% 31 32  .720p-King.awvil?
0120h: 3A 70 €9 65 63 €5 20 6C 65 6E 67 74 68 69 32 30 | {piece lengthi20
D130h: 39 37 31 35 32 65 36 34 7O 69 65 63 65 73 31 34 | 9715Ze6ipiecesfl4
0140h: 36 32 30 3A D7 E1 FE 9D 3C 4F 76 7C D8 FS 03 38 620:=40.<0v|@5.8
0150h: S5F 3E 1F 22 F2 56 97 79 40 CE B4 2B EE 0D 46 47 _>."oV—y@I-+i.FG
01@n=+ 13 4E 5B 3E FA f0 &F 37 2D 79 B8 31 ©< 24 7E 96 . M[»%~T—y 1VE~—

0190h:| 34 0o ... =Ff 18 54 DF FB o. .- 35 7D BD 10 Cu .. 4. @ THO.KS5) . ...
3A30h: 80 DB C4 2D 86 71 52 AC E8 1C DO 05 E2 DB C8 0A | €0A-tgR-&.B.40E.
3h40h: 85 DE 9F AE 93 79 15 BC 27 1B C7 DF AE 08 BD D1 | _BY&“y.u'.CB
3h50h: 51 OE BC C4 890 54 24 9D 93 F2 29 94 93 68 9B -9 | Q.4A, 2
3he0h: 65 65 e
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Protocol Specification Example

= Torrent Editing Website (http://torrenteditor.com)

Torrent
Filename: look_20130312.mp3. torrent
Info Hash: 32B0A032 CEOG3218 04509944 92072095 BYEGETAT
Tracker
URL: udp:/ftracker.openbittorrent, com: 80 /announce x
Seeds: 2, Peers: 0, Completed: 10
udp:/ftracker. publicbt. com:&0/announce x
Seeds: 0, Peers: 0, Completed: 10
Couldn't resolve host 'scrape. torrentsmd. com’
Decoder encountered unknown char "<’ at offset 0,
Meta Data
Created On: 03/11/13 19:57:40
Created By: UTorrentf3100
Comment:

Piece Length®: {2z 48

Private™: Off - Unset E

Files

Filename* File Size*
look_20130312.mp3 64.95 MB
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Protocol Specification E

Peer Wire Protocol

v' It facilitates the exchange of pieces as described in the meta-info file.
v" The response includes a peer list that helps the client participate in the torrent.
v A client must maintain state information for each connection with a remote peer.

« Choked: Whether or not the remote peer has choked this client. When a peer chokes the
client, it is a notification that no requests will be answered until the client is “unchoked".
The client should not attempt to send requests for blocks, and it should consider all
pending (unanswered) requests to be discarded by the remote peer. Simply saying “when
you are choked by the peer you can not download pieces from the peer until you are
unchoked”.

* Interested: Whether or not the remote peer is interested in something this client has to
offer. This is a notification that the remote peer will begin requesting blocks when the
client unchokes it. Typically the peer will send this message after it had received a Bit-Field
message from the client telling the peer the list of pieces it has.

et

« am_choking=1: this client is choking the peer

« am_interested=0: this client is interested in the peer
 peer_choking=1: peer is choking this client

« peer_interested=0: peer is interested in this client
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Protocol Specification

Tracker HTTP Protocol (Request)

v' HTTP Service which responds to HTTP GET requests.
v" The response includes a peer list that helps the client participate in the torrent.

Parameter Description
info_hash 20-byte SHA1 hash of the value of the info key from the Metainfo file.
peer_id 20-byte string used as a unique ID for the client, generated by the client at startup
The port number that the client is listening on.
port Ports reserved for BitTorrent are typically 6881-6889.
uploaded The total amount uploaded so far, encoded in base ten ascii.

downloaded

The total amount downloaded so far, encoded in base ten ascii.

left The number of bytes this client still has to download, encoded in base ten ascii.
ovent If specified, must be one of started, completed, or stopped.
If not specified, then this request is one performed at regular intervals.
-started The first request to the tracker must include the event key with the started value.
-stopped Must be sent to the tracker if the client is shutting down gracefully.
_completed Must be sent to the tracker when the download completes. However, must not be sent if the
P download was already 100% complete when the client started.
i Optional. The true IP address of the client machine, in dotted quad format or rfc3513 defined
P hexed IPv6 address.
Optional. Number of peers that the client would like to receive from the tracker. This value is
numwant

permitted to be zero. If omitted, typically defaults to 50 peers.

forensicinsight.org
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Protocol Specification

= Tracker HTTP Protocol (Response)

v' HTTP Service which responds to HTTP GET requests.
v" The response includes a peer list that helps the client participate in the torrent.
v Returns a random list of peers (50 by default)

Key Description
. If present, then no other keys may be present. The value is a human-readable error
failure reason 4 i
message as to why the request failed (string).
: Interval in seconds that the client should wait between sending regular requests to
interval
the tracker
. String that the client should send back on its next announcements. If absent and a
Tracker id . \ : _ L
previous announce sent a tracker id, do not discard the old value; keep using it.
complete number of peers with the entire file, i.e. seeders (integer)
incomplete number of non-seeder peers, aka leechers (integer)
peers The value is a list of dictionaries, each with the following keys
-peer id peer's self-selected ID, as described above for the tracker request (string)
-ip peer's IP address (either IPv6 or IPv4) or DNS name (string)
-port peer's port number (integer)

forensicinsight.org
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Protocol Specification

= Tracker Request/Response

v" BitTorrent Handshaking

v' Have one?

v" Request

v' Piece (Data in Piece)

v Port

M. Time Source Dectination
434 2013-03-12 14 192, 168,80, 13 116,137 137,200
454 2013-03-12 14 115 137 137 200  192,165,80 131
455 2013-03-12 14 192, 168,80, 13 115,137 137, 200
457 2013-03-12 14 192, 168,80, 13 115,137 137, 200
465 2013-03-12 14 115 137 137 200  192,165,80 131
467 2013-03-12 14 192 168,80, 13 115,137 137, 200
469 2013-03-12 14 192, 168,80, 13 115,137 137, 200

192.168.80.131

Dport
26065
76

26065
26065
76

26065
26065

Protocal

BitTarrent
BitTarrent
BitTarrent
BitTarrent
BitTarrent
BitTarrent
BitTarrent

(1) Handshake: info_hash, peer_id

Length Info
122 Handzhake
141 Handshake Extended [Unreassembled Packet]
167 Extended [Unreassembled Packet]
206 Continuation data
h33 Bitfield, Len:0xdl Have, Piece (ldx:0xbd) Have, Piece (ldw:0x1f3)
61 Part
B6 Extended Interested

(2) Handshake: info_hash, peer_id

v

(3) Have: piece_index

;1!S§S¥!. \
Qs

‘(4) Request: piece_index, begin_offset_of_piece, piece_length

115.137.137.200

v

(5) Response: piece_index, begin_offset_of_piece, data_in_piece

forensicinsight.org
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= Tracker Message Definition

v" Handshaking

Client Handshake <pstrlen> <pstr> <reserved> <info_hash> <peer_id>

O pstrlen: string length of <pstr>, as a single raw byte .

O pstr: string identifier of the protocol.

O reserved: eight (8) reserved bytes.

O info_hash: 20-byte SHA1 hash of the info key in the metainfo file.

O peer._id: 20-byte string used as a unique ID for the client.
Tracker Handshake <length prefix> <message ID> <payload>
Keep-alive 0000 0 none
Choke 0001 0 none
Unchoke 0001 1 none
Interested 0001 2 none
Not-interested 0001 3 none
Have 0005 4 Piece index
Bitfield 0001+X 5 Bitfield
Request 0013 6 <index><begin> <length>
Piece 0009 +X 7 <index><begin> <block>
Cancel 0013 8 <index> <begin> <length>
port 0003 9 <listen-port>
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Protocol Specification

= Tracker Message Definition

v General Response Code

Code

Description

100

Invalid request type: client request was not a HTTP GET.

101

Missing info_hash.

102

Missing peer_id.

103

Missing port.

150

Invalid infohash: infohash is not 20 bytes long.

151

Invalid peerid: peerid is not 20 bytes long.

152

Invalid numwant. Client requested more peers than allowed by tracker.

200

info_hash not found in the database.
Sent only by trackers that do not automatically include new hashes into the database.

500

Client sent an eventless request before the specified time.

900

Generic error

forensicinsight.org
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= Piece Selection Algorithms

v Super seeding(Initial Seeding Mode) - Special case
A peer has nothing to trade initially
Important to get a complete piece ASAP
Select a random piece of the file and download it
v' Strict Priority: First Priority
Keep the initial bitfield from each peer
Update it with every "have” message
Download the pieces that appear least frequently in these peer bitfields

v Rarest First 2 General rule

Determine the pieces that are most rare among your peers, and download those first.
Ensures that the most commonly available pieces are left till the end to download.

v Endgame mode
25| Ch2E= A[EO| 7245 2& peerdf| A SHARO| 27
pending®| 1 Q= RS C2 AR 3 FA| A1 32
O|F Sl 58 A& X[gez Q5| H2EE 2=/t O Hs YA
Bandwidth EH|7} Ol HE QOL} AKX &

-_-—

ao
0jo
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= Built-in Incentive Mechanism

v" Choking Algorithm
Cloaking2 2= UA|H 7 E (temporary refusal)
Each peer use a tit-for-tat-ish algorithm
O|7: Free Rider HX| (A 0|20 2|H), HIEHA 2= IE

v Optimistic Unchoking Algorithm
30=0f ot HA peer rotation
Olf: ®Xf OJAtE HZ0| O LI2 £ F EHY = U, MER peer0f service XS

-
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Operation E

= Three aspects

v' Torrent files (Bencoded)

v Trackers

v' Peers: Initial seeder, Seeders, Leechers

forensicinsight.org Page 24
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= File Sharing Mechanism

v' Initial seeder = to split file into many pieces

Initial Seeder

Piece (64KB~16MB)
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Operation E

= File Sharing Mechanism

v' Leecher would:
(1) locate the .torrent file that directs it to a tracker
(2) download and have a complete piece,

Tracker

H
| Internet

Tracker
Request (UDP)

Initial Seeder

Tracker
Response (UDP)

» 5“"\: > :.:.‘ ..
"ﬁ\‘/f’\.,)

= Leecher

. Pieces of data (TCP)

l 1| 2]3]a].. 99 | 100

Piece (64KB~16MB) |

Piece (64KB~16MB)

a. Sub-Piece (16KB): Downloads sub-pieces only until a piece is assembled
b. Pipelining: Requests 5 pieces at once to avoid pending them being sent.
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Operation E

= File Sharing Mechanism

v' Leecher would:
(1) locate the .torrent file that directs it to a tracker
(2) download and have a complete piece,
(3) start to share potentially, automatically the file with other downloaders.
(4) become another seeder

v' The more seed, the more replicas available, the faster

Internet

Initial Seeder

» .;;;\'.\::‘ > :.:.‘ ..
"ﬁ\‘/f’\{)

1 2 3 4 99 | 100
l 1|2]|3]a].. 99 | 100
Piece (64KB~16MB) Sub-Piece (16KB)
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= File Sharing Mechanism

v' Another Leecher would:
(1) request the same file to the initial seeder
(2) be returned a random list of peers (50 by default)
(3) start to download from many peers (seeders) mutually

Tracker

Internet
II
4
Initial Seeder
Tracker
Tracker || Request
Respons
: Pieces
1 2 3 4 99 (100
l 1| 2(3|a].. 99 | 100
Piece (64KB~16MB) Pieces Sub-Piece (16KB)
2i%=/8
Leecher 1 2 3 4 . | 97 | 98 [ 99 | 100

forensicinsight.org Page 28



Example

uTorrent 3.1.3 FileInfo

I mE EdiA =0 =

0.0 %
2522

i A ZH 155 =2 AlZh = =R OB (0al Al &I

Ct= gr&: 1.42 ME HEE: 0B HY = Mz A2E (o A1)

Ch= Sk DOkEE(EAa0akE =) B Sk 0.0keE (BF 0B E) Il H: 3HEH A2E (5 2

Ct= Heh oo = MER @ HIS: 0.000

LFEY: LAEA

ot

HE DY, C¥WDocuments and SettingsYadministratar ity Documents WhownloadsWOFSAICH 124 2 & 2H
HH 3 16,3 GB (1.42 ME ZHE)

Or= [ 2011-04 ™ Files

Rtk 4156 x 4,00 ME (0 3 &)

= F‘eersl - Ratingsl 2 Trackersl - Speedl

I-.‘-!"

Zh 2013-03 Downloaded: 26,7 %

oAl FASSFI vailabiliey: | 3.261
=
Transfer IS
Time Elapsed: 4m 41s Reemaining: 7m 24s W' asked: 67.8 kB (0 hashfails)
Downloaded: 17.3MB Uploaded: 0E Seeds: 3 of 3 connected (2 in swatm)
Download speed:  181.4 kBJs (avg. 63.3 kBJs) Upload Speed: 0.2 kBf's {avg, 0 Bfs) Peers: 0 af 11 connected (4 in swarm)
Do Lirnik: oo Up Lirnit: oo Share Ratio: 0,000
Skatus: Dawnloading
General
Save bs: Z: WDocuments and Settings e KooYWty DocumentsWhownloadsWiook_20130312. mp3
Tokal Size: 64,9 MEB (17.3 ME done) Pieces: 520 x 128 kB (have 136)
Created On: 2013-03-12 28 10:57:40 Created By uTorrentf3100
Added On; 2013-03-12 2= 2:19:20 Completed On: Incompleke
Hash: 32BAA0S2CERRI2 1504569944920 7 2095 7EEETAT
Comment:
forensicinsight.org Page 29



Example

uTorrent 3.1.3 Peers

o O 22 @ I |9 B3 2 ENH| - 55 |
m IF SCHIHE LN %a Otz 5 B 24 HEL O=2E
1.214.247 46 [UTF] udTarrent 3.3 HxP &0.2
® nbkramnk099035, kramk, mE L FEER, .. pTorrent 3.1.3 H¥ 100.0
117.17.194,56 [uTF] uTorrent 3.3 Hup 17.1
119.194,149,207 [uTP] puTorrent 3.3 HxP 1000
] Fi|ES| O Info am Peers |!' Ratingsl e Trau:kersl [ Speedl =
IF | Clienk | Flags | % | Down Speed | Up Speed | Fegs | ploaded | Downloaded | Peer dl, |
175.211.64. 166 [uTF] uTarrent 3.1 DP 100.0 114.5 kB/s O.1kBjs 310 18.9 ME
61.73.159.84 [uTP] pTorrent 3.1 [ HEF 100.0 25.1 kB/s 13]0 3.46 MEB
115.137.137.200 pTorrent 2.0.4 OH 1000 2|0 256 kB
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Example

uTorrent 3.1.3 Trackers

X
H1
|«

A= Hyl I mH| A& EdfH

1=
[OHT]

[2FLH It 2]
[ WEH
htkp:/f10.rarbg. com: S0/ announce e el W Il
http: 11, rarbg. com: S0/ announce e s N
htkp: 9. rarbg, com: 27 10/ announce [H& 2 EH
htkp: /it Ehed. com: 6965) announce FIDIA
http:{denis.stalker.h3q.comjannounce FTAEXEH
htkp:/fdenis. stalker . h3q. com: 69659 announce FTHEEH
htkp:/ denis.stalker . h3g.com:696%/announce.php EAEE
http: ffdenis. stalker h3q. com: 80/ announce TAEXH
htkp:ffexodus, desync, com: 6963/ announce aFHE=D
http:ffgenesis, 1337, 0rg: 1337 announce

htkp: finemesis, 1 337x. orgfannounce

htkp:ftarrent-download., bo:S565) announce FIDIA
http:fftpb.tracker prg.tofannounce
http:fftpb.tracker . prg.tofannounce, php

htkp: fftracker, bittorrent, amfannounce

http: fftracker bitkorrent, am: S0/ announce

htkp: f ftracker ilibr.orgi 6969/ announce

http: fftracker . openbittorrent. com)announce

http: fftracker . openbitkorrent, com: S0/ announce

htkp:fftracker, prg.kofannounce
http:fftracker . prg.tofannounce. php

htkp: fftracker prg.ko: 30/ announce

htkp: fftracker . publicbits. com)announce
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Speedl

Mame | Skakus | Ipdate In | Seeds | Peers | Downloaded |
[DHT] working 15m Sas a 0
[Local Peer Discowery] working

[Peer Exchange] wiarking

htkp:/fannounce. torrentsmd., com: 6969/ announce wiarking Sam 265
htkpefftracker .coc.defannounce HTTP Error 404 22m 33s
udp:jftracker, openbittorrent, com: S0/ announce working 21m 30s
udp:/ftracker, publicht, com: 80/ announce wiarking 25m 565
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Example

uTorrent 3.1.3 Speed

= Filesl [i ] InFol - Peersl - Ratingsl 25 Trackers [# Speed | % |
Show IUpIoad&DownIoad 'l Reesalution:

121

upload rate lirit

dowenload rate limit

upload rate (payload)

downlaad rate (payload)

—— — upload rate (local pears]
download rabe (Jocal peers)

------- upload rate (incl, overhead)
downlaad rate (incl, cverbead)
send rate to player

kEf=

& Ch2 £5 TS MWL =H
@ |
>
] R T N R S R N N S N =l
aridi 10 seconds Tirme (1 second step)
SoHIEAE (D 10z FEIES-
ChEEE 45 H3
* oo H2E &z (B
OE2c 4 (R
§ — — dEs 4z (2L Do)
o R3S CEEs %5 (2 U 10)
------- YEE 4z (zHAE T2
[I2EE 4z (ZHHAS 2&)
QAN FE@m Adslz2y de &5
M
Lo}
]
gJd0=
v
pTorrentPlus | S R R A S N
EXCIRTE S B ETE =TV
DHT: 251 £ D:00kE/ZE T: 20 ME U: 0.0kE/Z T: 82,3 kB
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