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(QJDJHPHQW�'HVFULSWLRQ�
�
7KH�&RQVHQ6\V�'LOLJHQFH�WHDP�ZDV�FRQWUDFWHG�E\�5HQ�3URMHFW�WR�FRQGXFW�DQ�DQDO\VLV�RQ�WKH�
GHVLJQ�DQG�VSHFLILFDWLRQ�RI�5HQ90��D�VHFXUH�PXOWLSDUW\�FRPSXWDWLRQ�HOHPHQW�SRZHULQJ�5HQ�
3URMHFW¶V�QHWZRUN��
�
*LYHQ�WKH�FU\SWRJUDSKLFDOO\�KHDY\�QDWXUH�RI�WKH�ZRUN��DQG�WKH�LQDELOLW\�WR�DFFRPPRGDWH�ZRUN�LQ�
LWV�VFKHGXOH�DW�WKH�WLPH�RI�FRQWDFW��&RQVHQ6\V�'LOLJHQFH�FKRVH�WR�FRQGXFW�WKH�UHYLHZ�WKURXJK�
WZR�RI�LWV�WUXVWHG�LQGHSHQGHQW�SDUWQHUV��
�

Ɣ -RKQ�*��%UDLQDUG�
Ɣ $%'.�&RQVXOWLQJ�

�
7KH�RXWSXWV�RI�ERWK�RI�WKHVH�LQGHSHQGHQW�UHYLHZV�DUH�DSSHQGHG�EHORZ�LQ�WKH�RUGHU�OLVWHG�DERYH��
�

'LVFODLPHU�

&RQVHQ6\V�'LOLJHQFH��³&'´��W\SLFDOO\�UHFHLYHV�FRPSHQVDWLRQ�IURP�RQH�RU�PRUH�FOLHQWV��WKH�
³&OLHQWV´��IRU�SHUIRUPLQJ�WKH�DQDO\VLV�FRQWDLQHG�LQ�WKHVH�UHSRUWV��WKH�³5HSRUWV´���7KH�5HSRUWV�
PD\�EH�GLVWULEXWHG�WKURXJK�RWKHU�PHDQV��LQFOXGLQJ�YLD�&RQVHQ6\V�SXEOLFDWLRQV�DQG�RWKHU�
GLVWULEXWLRQV��

7KH�5HSRUWV�DUH�QRW�DQ�HQGRUVHPHQW�RU�LQGLFWPHQW�RI�DQ\�SDUWLFXODU�SURMHFW�RU�WHDP��DQG�WKH�
5HSRUWV�GR�QRW�JXDUDQWHH�WKH�VHFXULW\�RI�DQ\�SDUWLFXODU�SURMHFW��7KLV�5HSRUW�GRHV�QRW�FRQVLGHU��
DQG�VKRXOG�QRW�EH�LQWHUSUHWHG�DV�FRQVLGHULQJ�RU�KDYLQJ�DQ\�EHDULQJ�RQ��WKH�SRWHQWLDO�HFRQRPLFV�
RI�D�WRNHQ��WRNHQ�VDOH�RU�DQ\�RWKHU�SURGXFW��VHUYLFH�RU�RWKHU�DVVHW��&U\SWRJUDSKLF�WRNHQV�DUH�
HPHUJHQW�WHFKQRORJLHV�DQG�FDUU\�ZLWK�WKHP�KLJK�OHYHOV�RI�WHFKQLFDO�ULVN�DQG�XQFHUWDLQW\��1R�
5HSRUW�SURYLGHV�DQ\�ZDUUDQW\�RU�UHSUHVHQWDWLRQ�WR�DQ\�7KLUG�3DUW\�LQ�DQ\�UHVSHFW��LQFOXGLQJ�
UHJDUGLQJ�WKH�EXJIUHH�QDWXUH�RI�FRGH��WKH�EXVLQHVV�PRGHO�RU�SURSULHWRUV�RI�DQ\�VXFK�EXVLQHVV�
PRGHO��DQG�WKH�OHJDO�FRPSOLDQFH�RI�DQ\�VXFK�EXVLQHVV��1R�WKLUG�SDUW\�VKRXOG�UHO\�RQ�WKH�5HSRUWV�
LQ�DQ\�ZD\��LQFOXGLQJ�IRU�WKH�SXUSRVH�RI�PDNLQJ�DQ\�GHFLVLRQV�WR�EX\�RU�VHOO�DQ\�WRNHQ��SURGXFW��
VHUYLFH�RU�RWKHU�DVVHW��6SHFLILFDOO\��IRU�WKH�DYRLGDQFH�RI�GRXEW��WKLV�5HSRUW�GRHV�QRW�FRQVWLWXWH�
LQYHVWPHQW�DGYLFH��LV�QRW�LQWHQGHG�WR�EH�UHOLHG�XSRQ�DV�LQYHVWPHQW�DGYLFH��LV�QRW�DQ�
HQGRUVHPHQW�RI�WKLV�SURMHFW�RU�WHDP��DQG�LW�LV�QRW�D�JXDUDQWHH�DV�WR�WKH�DEVROXWH�VHFXULW\�RI�WKH�
SURMHFW��&'�RZHV�QR�GXW\�WR�DQ\�7KLUG�3DUW\�E\�YLUWXH�RI�SXEOLVKLQJ�WKHVH�5HSRUWV��

385326(�2)�5(32576�7KH�5HSRUWV�DQG�WKH�DQDO\VLV�GHVFULEHG�WKHUHLQ�DUH�FUHDWHG�VROHO\�IRU�
&OLHQWV�DQG�SXEOLVKHG�ZLWK�WKHLU�FRQVHQW��7KH�VFRSH�RI�RXU�UHYLHZ�LV�OLPLWHG�WR�D�UHYLHZ�RI�
6ROLGLW\�FRGH�DQG�RQO\�WKH�6ROLGLW\�FRGH�ZH�QRWH�DV�EHLQJ�ZLWKLQ�WKH�VFRSH�RI�RXU�UHYLHZ�ZLWKLQ�
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WKLV�UHSRUW��7KH�6ROLGLW\�ODQJXDJH�LWVHOI�UHPDLQV�XQGHU�GHYHORSPHQW�DQG�LV�VXEMHFW�WR�XQNQRZQ�
ULVNV�DQG�IODZV��7KH�UHYLHZ�GRHV�QRW�H[WHQG�WR�WKH�FRPSLOHU�OD\HU��RU�DQ\�RWKHU�DUHDV�EH\RQG�
6ROLGLW\�WKDW�FRXOG�SUHVHQW�VHFXULW\�ULVNV��&U\SWRJUDSKLF�WRNHQV�DUH�HPHUJHQW�WHFKQRORJLHV�DQG�
FDUU\�ZLWK�WKHP�KLJK�OHYHOV�RI�WHFKQLFDO�ULVN�DQG�XQFHUWDLQW\��

&'�PDNHV�WKH�5HSRUWV�DYDLODEOH�WR�SDUWLHV�RWKHU�WKDQ�WKH�&OLHQWV��L�H���³WKLUG�SDUWLHV´��±�RQ�LWV�
ZHEVLWH��&'�KRSHV�WKDW�E\�PDNLQJ�WKHVH�DQDO\VHV�SXEOLFO\�DYDLODEOH��LW�FDQ�KHOS�WKH�EORFNFKDLQ�
HFRV\VWHP�GHYHORS�WHFKQLFDO�EHVW�SUDFWLFHV�LQ�WKLV�UDSLGO\�HYROYLQJ�DUHD�RI�LQQRYDWLRQ��

/,1.6�72�27+(5�:(%�6,7(6�)520�7+,6�:(%�6,7(�<RX�PD\��WKURXJK�K\SHUWH[W�RU�RWKHU�
FRPSXWHU�OLQNV��JDLQ�DFFHVV�WR�ZHE�VLWHV�RSHUDWHG�E\�SHUVRQV�RWKHU�WKDQ�&RQVHQ6\V�DQG�&'��
6XFK�K\SHUOLQNV�DUH�SURYLGHG�IRU�\RXU�UHIHUHQFH�DQG�FRQYHQLHQFH�RQO\��DQG�DUH�WKH�H[FOXVLYH�
UHVSRQVLELOLW\�RI�VXFK�ZHE�VLWHV¶�RZQHUV��<RX�DJUHH�WKDW�&RQVHQ6\V�DQG�&'�DUH�QRW�UHVSRQVLEOH�
IRU�WKH�FRQWHQW�RU�RSHUDWLRQ�RI�VXFK�:HE�VLWHV��DQG�WKDW�&RQVHQ6\V�DQG�&'�VKDOO�KDYH�QR�
OLDELOLW\�WR�\RX�RU�DQ\�RWKHU�SHUVRQ�RU�HQWLW\�IRU�WKH�XVH�RI�WKLUG�SDUW\�:HE�VLWHV��([FHSW�DV�
GHVFULEHG�EHORZ��D�K\SHUOLQN�IURP�WKLV�ZHE�6LWH�WR�DQRWKHU�ZHE�VLWH�GRHV�QRW�LPSO\�RU�PHDQ�WKDW�
&RQVHQ6\V�DQG�&'�HQGRUVHV�WKH�FRQWHQW�RQ�WKDW�:HE�VLWH�RU�WKH�RSHUDWRU�RU�RSHUDWLRQV�RI�WKDW�
VLWH��<RX�DUH�VROHO\�UHVSRQVLEOH�IRU�GHWHUPLQLQJ�WKH�H[WHQW�WR�ZKLFK�\RX�PD\�XVH�DQ\�FRQWHQW�DW�
DQ\�RWKHU�ZHE�VLWHV�WR�ZKLFK�\RX�OLQN�IURP�WKH�5HSRUWV��&RQVHQ6\V�DQG�&'�DVVXPHV�QR�
UHVSRQVLELOLW\�IRU�WKH�XVH�RI�WKLUG�SDUW\�VRIWZDUH�RQ�WKH�:HE�6LWH�DQG�VKDOO�KDYH�QR�OLDELOLW\�
ZKDWVRHYHU�WR�DQ\�SHUVRQ�RU�HQWLW\�IRU�WKH�DFFXUDF\�RU�FRPSOHWHQHVV�RI�DQ\�RXWFRPH�JHQHUDWHG�
E\�VXFK�VRIWZDUH��

7,0(/,1(66�2)�&217(17�7KH�FRQWHQW�FRQWDLQHG�LQ�WKH�5HSRUWV�LV�FXUUHQW�DV�RI�WKH�GDWH�
DSSHDULQJ�RQ�WKH�5HSRUW�DQG�LV�VXEMHFW�WR�FKDQJH�ZLWKRXW�QRWLFH��8QOHVV�LQGLFDWHG�RWKHUZLVH��E\�
&RQVHQ6\V�DQG�&'��

�





5HQ�90�&U\SWRJUDSKLF�5HYLHZ�
-RKQ�*��%UDLQDUG�

&U\SWRJUDSK\�DQG�6HFXULW\�&RQVXOWDQW�
�

'UDIW���
�����������

2YHUYLHZ�
7KLV�GRFXPHQW�LV�D�FU\SWRJUDSKLF�UHYLHZ�RI�WKH�VHFXUH�PXOWLSDUW\�FRPSXWDWLRQ�SURWRFRO�XVHG�WR�
FRPSXWH�GLVWULEXWHG�(&'6$�VLJQDWXUHV�LQ�5HQ�90���

6FRSH�
7KH�UHYLHZ�LV�EDVHG�RQ�WKH�ZKLWHSDSHU��³�5HQ�90�6HFXUH�0XOWLSDUW\�&RPSXWDWLRQ �´��E\�5RVV�3XUH�
DQG�=LDQ�/RRQJ�:DQJ��>3:��@���7KH�ODWHVW�YHUVLRQ�ZDV�GLVWULEXWHG�RQ�$SULO�����������7KH�JRDO�LV�
WR�YHULI\�WKH�WKHRUHPV�LQ�WKH�ZKLWHSDSHU�DQG�SURYLGH�VRPH�DVVXUDQFH�WKDW�WKH�VSHFLILHG�SURWRFRO�
KDV�WKH�VHFXULW\�SURSHUWLHV�FODLPHG�LQ�WKH�SDSHU��
�

%DFNJURXQG�
7KH�WKHRU\�RI�VHFXUH�PXOWLSDUW\�FRPSXWDWLRQ�KDV�EHHQ�VWXGLHG�VLQFH�������><��@���5DQ�&DQHWWL¶V�
�����SDSHU�HQWLWOHG�³�6HFXULW\�DQG�&RPSRVLWLRQ�RI�0XOWL�SDUW\�&U\SWRJUDSKLF�3URWRFROV�´��>&DQ��@�
LV�DQ�LPSRUWDQW�ZRUN�LQ�WKH�ILHOG��,Q�SDUWLFXODU�WKH�SDSHU�SURYLGHV�D�IRUPDO�IRXQGDWLRQ�IRU�WKH�
DVVXPSWLRQ�WKDW�LI�D�SURWRFRO�LV�EXLOW�IURP�VHFXUH�FRPSRQHQWV��DQG�WKH�FRPSRQHQWV�DUH�SURSHUO\�
FRPSRVHG��WKHQ�WKH�UHVXOWLQJ�SURWRFRO�ZLOO�EH�VHFXUH��&DQHWWL¶V�SDSHU�JLYHV�XV�WKH�EDVLV�XSRQ�
ZKLFK�WR�YHULI\�WKH�FODLPV�LQ�WKH�ZKLWHSDSHU��

'RFXPHQW�5HYLHZ�
�

*HQHUDO�1RWHV�
�
7KH�ZKLWHSDSHU�LV�YHU\�ZHOO�ZULWWHQ��,W�SURYLGHV�D�YHU\�WKRURXJK�GHVFULSWLRQ�RI�WKH�GLVWULEXWHG�
VLJQDWXUH�FRPSXWDWLRQ�DQG�WKH�FU\SWRJUDSKLF�SULPLWLYHV�RQ�ZKLFK�WKH�FRPSXWDWLRQ�LV�EDVHG��7KH�



PDWKHPDWLFDO�IRXQGDWLRQ�IRU�HDFK�SULPLWLYH�LV�SURYLGHG��DORQJ�ZLWK�QHFHVVDU\�WKHRUHPV�DQG�
SURRIV��
�
7KH�ODWHVW�UHYLVLRQ�RI�WKH�SDSHU�PDNHV�VLJQLILFDQW�LPSURYHPHQWV�RYHU�WKH�RULJLQDO��,Q�SDUWLFXODU��
PRYLQJ�VRPH�RI�WKH�PDWKHPDWLFDO�EDFNJURXQG�DQG�WKH�PRUH�HODERUDWH�WKHRUHP�SURRIV�WR�WKH�
DSSHQGL[��PDNHV�LW�HDVLHU�WR�UHDG�DQG�XQGHUVWDQG�WKH�HQWLUH�GRFXPHQW��
�
,W�PLJKW�EH�XVHIXO�WR�KDYH�D�PRUH�GHWDLOHG�RYHUYLHZ�RI�WKH�SURWRFRO�DW�WKH�VWDUW�RI�WKH�GRFXPHQW��
7KH�RYHUYLHZ�FRXOG�LQFOXGH�D�PRUH�WUDGLWLRQDO�GHVFULSWLRQ�RI�WKH�SURWRFRO�DQG�WKH�GDWD�
H[FKDQJHG��7KLV�ZRXOG�JLYH�WKH�UHDGHU�PRUH�FRQWH[W�EHIRUH�LQWURGXFLQJ�WKH�PDWKHPDWLFDO�
PRGHOV��
�
7KH�SDSHU�JLYHV�QR�SDUDPHWHUV�IRU�DQ\�RI�WKH�FU\SWRJUDSKLF�FRQVWUXFWLRQV�XVHG��:KLOH�WKH�PDWK�
LV�YDOLG�IRU�DQ\�FKRLFH�RI�SDUDPHWHU��LW�ZRXOG�EH�XVHIXO�WR�VXJJHVW�D�VHW�RI�SDUDPHWHUV�WKDW�PLJKW�
DFWXDOO\�EH�XVHG�LQ�LPSOHPHQWLQJ�WKH�SURWRFRO��7KLV�ZRXOG�DOORZ�IRU�EHWWHU�FRPSDULVRQ�ZLWK�RWKHU�
VXFK�SURWRFROV��

1RWDWLRQ�DQG�'HILQLWLRQV�
7KH�ZKLWHSDSHU�XVHV�VWDQGDUG�FRPSXWHU�VFLHQFH�QRWDWLRQ�IRU�WKH�WHUPV�DQG�RSHUDWLRQV�GHILQHG�
LQ�WKH�SDSHU��7KH�GHILQLWLRQV�H[SODLQ�WKH�PDWKHPDWLFDO�FRQFHSWV�XVHG�LQ�EXLOGLQJ�WKH�SURWRFRO�
DQG�SURYLGH�D�FOHDU�EDVLV�IRU�XQGHUVWDQGLQJ�WKH�WKHRUHPV��
�

6HFUHW�6KDULQJ��6HFWLRQ������
�
7KH�VHFUHW�VKDULQJ�VFKHPH�LV�D�VWUDLJKWIRUZDUG�XVDJH�RI�6KDPLU¶V�VFKHPH��7KHRUHP���DVVHUWV�
WKH�VRXQGQHVV�RI�WKH�VFKHPH��7KH�SURRI��LQ�$SSHQGL[�&��FRQVLGHUV�WKUHH�FDVHV�ZLWK�GLIIHUHQW�
QXPEHUV�RI�VKDUHV�UHODWLYH�WR�WKH�WKUHVKROG��DQG�FRPSXWHV�WKH�RXWSXW�SUREDELOLW\�IRU�HDFK��
�

'LVFUHWH�/RJ��$VVXPSWLRQ��6HFWLRQ������
7KH�GLVFUHWH�ORJ�DVVXPSWLRQ�LV�WKH�VWDQGDUG�IRU�'6$�LPSOHPHQWDWLRQV��6WDWLQJ�WKH�DVVXPSWLRQ�
XVLQJ�7XULQJ�PDFKLQHV�LV�IDLUO\�QRYHO��EXW�WKH�ORJLF�VHHPV�VRXQG��

6HFXULW\�0RGHO��6HFWLRQ����
�
7KH�VHFXULW\�PRGHO�GHILQHV�ERWK�³UHDO�OLIH´�DQG�³LGHDO´�FDVHV��7KLV�PRGHO�LV�FRQVLVWHQW�ZLWK�
&DQHWWL¶V�ZRUN��%RWK�FDVHV�DUH�GHVFULEHG�ZHOO�DQG�WKH�FRUUHVSRQGLQJ�IXQFWLRQV��$'95�DQG�
(;(&��DUH�ZHOO�GHILQHG�DQG�FRQVLVWHQW��



�
'HILQLWLRQ���DVVHUWV�D�³W�OLPLWHG�DGYHUVDU\�´�7KH�PHDQLQJ�RI�W�OLPLWHG�FDQ�EH�LQIHUUHG�IURP�
FRQWH[W��EXW�D�EULHI�GHILQLWLRQ�ZRXOG�EH�XVHIXO��
�
'HILQLWLRQ���LGHQWLILHV�WKH�NH\�VHFXULW\�UHTXLUHPHQW�IRU�WKH�SURWRFRO�DQG�LV�FRQVLVWHQW�ZLWK�D�
VLPLODU�GHILQLWLRQ�LQ�&DQHWWL¶V�SDSHU��
�

3XEOLF�.H\�(QFU\SWLRQ��6HFWLRQ������
7KH�GHILQLWLRQ�RI�3.(�LV�D�ELW�WHUVH��EXW�VLQFH�WKH�FRQFHSW�VKRXOG�EH�IDPLOLDU�WR�DQ\�UHDGHU��WKLV�LV�
QRW�UHDOO\�DQ�LVVXH��

=HUR�.QRZOHGJH�3URRIV��6HFWLRQ������
�
7KH�DOJRULWKPV�QHHGHG�IRU�D�]HUR�NQRZOHGJH�SURRI��VHWXS��SURYH��YHULI\��DQG�VLPXODWH��DUH�
GHILQHG�FOHDUO\��7KH�VHFXULW\�SURSHUWLHV�UHTXLUHG��FRPSOHWHQHVV��SHUIHFW�]HUR�NQRZOHGJH��DQG�
VRXQGQHVV�DUH�VSHFLILHG�LQ�'HILQLWLRQV��������7KH�GHILQLWLRQV�DSSHDU�ERWK�FOHDU�DQG�FRUUHFW��

&RQVHQVXV�$OJRULWKP��6HFWLRQ������
�
7KH�FRQVHQVXV�DOJRULWKP�VSHFLILHG�KHUH�VHHPV�SUHWW\�VWUDLJKWIRUZDUG��7KH�PRVW�QRYHO�DVSHFW�LV�
WKH�XVH�RI�]HUR�NQRZOHGJH�SURRIV�LQVWHDG�RI�FRPPLWPHQWV�RU�RWKHU�OLJKWHU�ZHLJKW�FRQVWUXFWLRQV��
7KLV�PD\�DGG�VRPH�FRPSXWDWLRQDO�FRVW��EXW�LW�DOVR�PD\�JLYH�EHWWHU�DVVXUDQFHV�ZLWK�IHZHU�
URXQGV�RI�FRPPXQLFDWLRQ��$�PRUH�WKRURXJK�GLVFXVVLRQ�RI�WKH�WUDGHRIIV�LQYROYHG�DQG��SRVVLEO\��D�
FRPSDULVRQ�ZLWK�RWKHU�DOJRULWKPV�PLJKW�EH�JRRG��
�
7KH�&RQVHQVXV�DOJRULWKP�LV�XVHG�DV�D�EDVLV�IRU�WKH�%LDVHG�51*�VXESURWRFRO�LQ�6HFWLRQ���������

(&'6$�$OJRULWKP��6HFWLRQ����
7KH�GHVFULSWLRQ�RI�WKH�'6$�DOJRULWKP�LV�VWDQGDUG�DV�DUH�WKH�PRGLILFDWLRQV�UHTXLUHG�IRU�XVH�ZLWK�
HOOLSWLF�FXUYHV��
�
7KH�DOJRULWKP�LV�FRPSDUHG�ZLWK�WKH�ZHOO�NQRZQ�*-.5�DOJRULWKP�>*-.5��@��7KH�GLIIHUHQFHV�DUH�
WKH�FKDQJHV�UHTXLUHG�WR�XVH�(&'6$�LQVWHDG�RI�'6$��DQG�WKH�FRPSRVLWLRQ�RI�WKH�SURWRFRO�IURP�
VXESURWRFROV��7KH�VXESURWRFROV�DUH�GHVFULEHG�LQ�6HFWLRQ�����



2SHQ��6HFWLRQ����
7KH�2SHQ�VXESURWRFRO�UHYHDOV�WKH�UHVXOW�RI�D�VHFUHW�VKDULQJ��7KUHH�GLIIHUHQW�YDULDQWV�RI�WKLV�
VXESURWRFRO�DUH�SUHVHQWHG��6KDUH�5HYHDOLQJ�2SHQ��6KDUH�+LGLQJ�2SHQ��DQG�'LUHFWHG�2SHQ��

5HHG�6RORPRQ�'HFRGLQJ��6HFWLRQ��������
56�'HFRGLQJ�DOORZV�WKH�UHFRYHU\�RI�D�PHVVDJH�LQ�WKH�SUHVHQFH�RI�HUURUV��,Q�WKLV�SURWRFRO�LW�LV�
XVHG�WR�UHFRQVWUXFW�WKH�VHFUHW�ZKHQ�VRPH�VKDUHV�DUH�PLVVLQJ�RU�FRUUXSWHG��56�HQFRGLQJ�DQG�
GHFRGLQJ�LV�ZHOO�XQGHUVWRRG�DQG�D�JRRG�FKRLFH�IRU�WKLV�DSSOLFDWLRQ��7KH�56�SDUDPHWHUV�
�56�����������DUH�GHWHUPLQHG�IURP�WKH�QXPEHU�RI�SDUWLHV�LQ�D�VWUDLJKWIRUZDUG�ZD\��,W�PLJKW�EH�
XVHIXO�WR�KDYH�DQ�H[DPSOH�IURP�D�W\SLFDO�DSSOLFDWLRQ��VKRZLQJ�WKH�QXPEHU�RI�SDUWLHV��WKH�
WKUHVKROG��DQG�WKH�56�SDUDPHWHUV��

6KDUH�5HYHDOLQJ�2SHQ��6HFWLRQ��������
7KLV�VXESURWRFRO�LV�UHODWLYHO\�VLPSOH��HDFK�SDUW\�ILUVW�EURDGFDVWV�LWV�LQSXWV�VKDUH��WKHQ�
UHFRQVWUXFWV�WKH�VHFUHW��XVLQJ�56�GHFRGLQJ��DQG�EURDGFDVWV�WKH�UHVXOW�DORQJ�ZLWK�WKH�
UHFRQVWUXFWHG�VKDUHV��7KHRUHP���DVVHUWV�WKH�VHFXULW\�RI�WKH�VXESURWRFRO��7KH�SURRI�LV�
VWUDLJKWIRUZDUG��

6KDUH�+LGLQJ�2SHQ��6HFWLRQ��������
7KLV�VXESURWRFRO�LV�VLPLODU�WR�WKH�6KDUH�5HYHDOLQJ�2SHQ��EXW�DGGV�D�5DQGRP�=HUR�6KDULQJ��VHH�
6HFWLRQ��������XVHG�WR�PDVN�WKH�LQSXW�VKDUHV�DQG�RQO\�EURDGFDVWV�WKH�UHFRYHUHG�VHFUHW��
7KHRUHP���DVVHUWV�WKH�VHFXULW\�RI�WKH�VXESURWRFRO��7KH�SURRI��LQ�$SSHQGL[�'��LV�YHU\�GHWDLOHG��
DQG�WKH�ORJLF�LV�FOHDU��

'LUHFWHG�2SHQ��6HFWLRQ��������
7KH�'LUHFWHG�2SHQ�VXESURWRFRO�UHYHDOV�WKH�VHFUHW�WR�D�VLQJOH�SDUW\��LQVWHDG�RI�DOO�SDUWLHV��,W�KDV�
ERWK�VKDUH�UHYHDOLQJ�DQG�VKDUH�KLGLQJ�YHUVLRQV��7KLV�VXESURWRFRO�LV�MXVW�D�VXEVHW�RI�WKH�6KDUH�
+LGLQJ�2SHQ�DQG�6KDUH�5HYHDOLQJ�2SHQ�VXESURWRFROV��7KHRUHPV���DQG���DVVHUW�WKH�VHFXULW\�RI�
ERWK�YDULDQWV�RI�WKH�VXESURWRFRO��7KH�SURRI�RI�VHFXULW\�IRU�HDFK�LV�LQKHULWHG�IURP�WKH�SULRU�
VXESURWRFROV��

%LDVHG�51*��6HFWLRQ��������
�
7KH�%LDVHG�5DQGRP�1XPEHU�*HQHUDWLRQ�VXESURWRFRO��GHVLJQDWHG� ��XVHV�WKH�FRQVHQVXVʌ%51* �
DOJRULWKP�WR�FUHDWH�D�UDQGRP�QXPEHU�WKDW�DOO�RI�WKH�SDUWLHV�LQ�WKH�SURWRFRO�DJUHH�WR��7KHRUHP����



DVVHUWV�WKDW�WKH�VXESURWRFRO�KDV�WKH�SURSHUWLHV�RI�DJUHHPHQW��UDQGRPQHVV��DQG�VHFUHF\�DJDLQVW�
DQ�DGYHUVDU\�ZKR�FDQ�FRUUXSW�OHVV�WKDQ�WKH�WKUHVKROG�QXPEHU�RI�SDUWLHV��7KH�SURRI�EXLOGV�QLFHO\�
RQ�HDUOLHU�7KHRUHPV�DQG�DSSHDUV�VRXQG��

8QELDVHG�51*��6HFWLRQ��������
��WKH�8QELDVHG�5DQGRP�1XPEHU�*HQHUDWLRQ�VXESURWRFRO��LV�EXLOW�IURP �� LVʌ51* ʌ%51* ʌ%51* �
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1 Introduction

This document is a review of ”RenVM Secure Multiparty Computation” authored by Ross
Pure and Zian-Loong Wang. We have reviewed a version of this paper obtained from a
private repo1.

2 Original paper

2.1 Main results

The paper presents a protocol to compute the ECDSA signature in the framework of
secure multiparty computation (secure MPC); this is also known as threshold ECDSA.
The authors claim the security with t < min(n/2� k, k) corrupted parties where at least
k out of n parties must cooperate to sign. The mathematical description of the protocol
and some proofs of security are given. Complexity estimates and benchmarks are not
reported.

2.2 Paper structure

The paper starts with a detailed introduction into probability theory and statistics in
order to rigorously define the security of the main protocol (Section 2). Then they briefly
define the security of the protocol and describe some non-MPC primitives used (Sections
3 and 4). The secure MPC subprotocols (gadgets) follow in Section 5, whereas the main
protocol is given in Sections 6,7.

3 Audit

3.1 Related work

The problem of multiparty (threshold) computation of ECDSA can be traced back to
the 1990s when the same problem was studied for DSA (DSS). It was demonstrated that
it is possible to collectively sign so that any less than t parties can not sign [GJK+96].
However, this requires that at least 2t parties share the key and, again, at least 2t parties
must participate in the protocol (the number of shares can of course be higher).

The need for more robust threshold schemes was frequently asserted; moreover the
existing schemes were not suitable for 2- and 3-party computation [MR01]. Recently,
the first schemes that provide almost optimal security were proposed using the idea of
zero-knowledge proofs and homomorphic encryption [GGN16; GG18; LN18].

3.2 Overall impression

We have found that the protocol is heavily based on the 1996 threshold DSS proto-
col [GJK+96]. However, the protocol part is described vaguely in many places, and the
actual di↵erences to[GJK+96] are unclear. The report should be restructured in order for

1https://github.com/renproject/mpc-specification/blob/master/z0_spec.pdf
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3.2 Overall impression

the new material to be analyzed properly. We summarize the main generic issues of the
report in the following paragraphs.

State of the art The report does not discuss the state of the art in the threshold/MPC
ECDSA signing. It should, at least briefly, point to the main results in the area, compare
the suggested protocol to them, discuss their limitations and advantages, explain why this
particular protocol has been chosen. Currently it is di�cult to judge the decisions taken
by the authors as it is hard to figure out what has been borrowed from where.

Missing references The paper provides little to no references not only to the related
work but also to generic cryptography and mathematical constructions, which are heavily
used (from statistical arguments to public key crypto). All constructions taken from
third-party papers [BB89; GJK+96] should be referenced except for common knowledge
results. The statistics part should contain references to some textbooks if the authors
consider all the proofs and definitions necessary, though from our point of view most can
be skipped, see below.

Novelty is unclear Even though we found that the protocol is heavily based on [GJK+96],
there can be some subtle places which di↵er. The authors should makes these parts ex-
plicit and clearly distinguish between the original and third-party results.

Excessive formalism A big portion of the paper is devoted to basic definitions and
results in probability theory and statistics. The formalism in the introduction is excessive
and unnecessary for the high-level protocols like MPC-ECDSA, as the resulting report
is not self-containing anyway. Most results and their proofs in Section 2 are standard
and do not have to appear in a protocol paper. The authors should provide just the
basic non-trivial definitions of MPC security and explain what the security means from
the statistical point of view. A more curious reader should be referred to one of classical
textbooks.

Features are missing The authors should provide a summary of the protocol in a
regular form: what kind of security it provides, which features it supports, does it satisfy
various MPC-related requirements (e.g. universal composability). The same applies to
subprotocols.

Adversarial model is unclear The authors mention that they consider passive ad-
versaries, active adversaries, computationally bounded adversaries – but often the type
of adversary is defined only vaguely. We recommend to describe the adversarial model
explicitly in the beginning. The common types of adversaries are semi-honest, malicious,
covert, etc. [Lin20].

Security model is unclear The authors occasionally mention that they aim for the
perfect security. However, it is not clear (and probably untrue and unnecessary) that all
the considered protocols have perfect security.
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3.3 Concrete issues

Parameters are unset Parameters needed for secure computation are not set (e.g.
public-key crypto scheme and its details).

Vague protocol description In contrast to Section 2, the protocols are defined vaguely.
Authors should use recent MPC papers as an example of real-ideal functionality presen-
tation [GG18].

3.3 Concrete issues

Section 2:

1. Theorem 3, Section 2.4 – the statement is standard and can be found in many
presentations on Shamir secret sharing.

2. Theorem 5, Section 2.4 – the statement is a standard result on the Lagrange inter-
polation.

3. Definition 1, Section 2.5 – it is uncommon to use Turing machines in security defi-
nitions. Usually we talk about adversaries of various computing and/or corrupting
power and distinguish between uniform and non-uniform adversaries. Also if T takes
G as input, then G should denote a group rather than be a group.

Section 3:

1. Definition 12 is unclear. Also “t-limited” adversary is undefined.

Section 4:

1. Definition 15 defines the zero-knowledge property of a proof system but does not
include soundness. As the latter is important property in protocols employing ZK
proofs, there must be a remark on the soundness feature.

2. Section 4.3 – the authors mention that they use a consensus algorithm for some
protocols. It is not clear from the rest of the paper where and why such algorithms
are required. In general, consensus algorithms are used whenever a secure broadcast
is not available. The paper should provide some arguments why and when consensus
algorithms are needed in the application.

3. Section 4.3, the ⇢n,kRNG protocol is defined very informally in a big contrast with
section 2. It is unclear how the shares are created, what kind of ZK proof is involved
and so on. No concrete details are provided. The “verify” function is undefined.

4. Section 4.3 “Recall that the two key properties that definition 14 captures are secrecy
and correctness.” – there are no such properties in Definition 14. The rest of the
paragraph is vague and its purpose in unclear.

Section 5:

1. “It is clear that the security model trivially applies when a protocol is local” – it is
not clear since the security model is not well-defined.
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3.3 Concrete issues

2. Section 5.1 – “almost certainly” is vague and needs reformulating. The rest of the
paragraph is written in conditional which confuses the reader as it is not clear what
has been decided eventually.

3. Section 5.1 – references to the related work (on open protocols and Reed-Solomon
enhancements) are missing.

4. Section 5.1 is vague. Wordings like “often”, “may be” etc. make the protocol
ill-defined.

5. Theorem 6 mentions “t-secure” computation without defining it. One may only
guess that this means corrupting up to t parties.

6. Section 5.1 – the usage of Reed-Solomon codes and decoding algorithms is not fully
defined.

7. Section 5.1, Remark 3 – it is unclear if this way is taken or not.

8. Section 5.1, Remark 4 – “When k = 2n/3, which occurs during multiplication of
two k-sharings when k = n/3” – something is misspelled here. Same paragraph,
“We could achieve a more relaxed t < n/3 requirement” – so is this used or not?
What kind of ZK proofs is needed for that? What about soundness?

9. Theorem 7 – though the intuition behind the proof makes sense, we are not convinced
that the variables X and Y are the “key randomness”. Probably this proof can be
acquired from another paper.

10. Section 5.1.1 – it is unclear if the directed versions of the protocol are used or not.

11. Section 5.2.1 – “it’s just the sharing that has been biased” – this sentence is unclear.
The same paragraph also misses references.

12. Section 5.2.1 – “our first biased RNG protocol” – it is unclear which one you mean.

13. Section 5.2.1 – the protocol Biased-RNG is not fully defined in either (real/ideal)
world, and it is unclear how exactly the RNG protocol is used here. i.e. how
the subset is chosen and what the role of consensus is. Consider adding a formal
description.

14. Theorem 10 – there should be a simpler argument that secrecy holds that uses the
fact that t < k. The authors should also provide some intuition why j is taken as a
point where the polynomial is computed. Can there be other variants?

15. Section 5.3 – as the protocol and proof for ⇡RZG is almost the same as ⇡RNG, can it
be one protocol and one theorem?

16. Section 5.4 – since ECDSA is discussed, the additive notation for group operation
should be used rather than the multiplicative one.
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17. Section 5.4, page 32 – the authors should provide some candidates for commitment
scheme and ZK proofs alongside with the set of criteria. Currently only the perfect
zero-knowledgeness and hiding are required, but obviously the ZK proof system
must be also sound and complete.

Section 6:

1. The introduction is quite confusing. It should simply state which protocol is con-
structed and what its features are.

2. Section 6.2 should have comparison to Beaver triples [Bea91].

3. The proof of Theorem 17 is formally missing.
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