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Hello,

I would like to report a vulnerability that I have found on Monstra
3.0.4. I have found a Insecure Direct Object Reference (IDOR) attack
is possible. This software has IDOR in

‘admin/index.php?id=users&action=edit&user id=2’ with an impact of
changing details such as password of users including administrators.

Hereby I am adding the information related to my finding
so that you can have a brief view.

Technical Description: Insecure Direct Object References occur when
an application provides direct access to objects based on

user-supplied input. As a result of this vulnerability attackers can
bypass authorization and access resources in the system directly, for
example database records or files. Insecure Direct Object References
allow attackers to bypass authorization and access resources directly
by modifying the value of a parameter used to directly point to an
object. Such resources can be database entries belonging to other
users, files in the system, and more. This is caused by the fact that
the application takes user supplied input and uses it to retrieve an
object without performing sufficient authorization checks.

[Attack Vectors]

Steps:

1.) Here it is visible that ‘testerl’ has role ‘Editor’ and ‘Admin’
has ‘Admin’ role.



€« @ localhost/monstra/monstra-dev/admin/index.php?id=users (<) ¥ %

MONSTRA Dashboard Content ~ Extends ~ System ~ Help ~ View Site admin2 () ~

Users

Register New User Allow user registration

Username Email Registered Role

admin monstra@monstra-localhost.com 15.8.2018 Admin
testert down@monstra-localhost.com 15.8.2018 Editor
testerd down3@monstra-localnost.com 15.8.2018 User
user user@monsira-localnost.com 16.8.2018 User

admin2 admin2@monstra-localhost.com 16.6.2018 Admin Edit

Fig. 1

2.) Now submitting a request to change password from the admin area
while being authorized as the ‘testerl’ user.

MONSTRA Dashboard Content ~ System - D View Site tester1 |(D) ~

Edit profile

Firstname New password
hello world esssssssnnd

Lastname Save

Email

down@monstra-localhost.com

Twitter

Skype

About Me

Fig. 2



3.) Now intercepting the request and changing the ‘user id’ parameter
to ‘1’ which is the user id of an administrator user as it is the first
user created.

4. ) Upon submitting this request the response is received as 302 and
then we are redirected to the admin user’s profile changing page where
the application show the message ‘Monstra says: This is not your
profile..” but as shown in the image the changes have been made to the
profile of the respective user and the password change occurs this
way.

GET /monstra/menstra-dev/aduin/index phplid=userstaction=sditiuser_id=s HITR/1 1 N </nav>
Host: localhost r
User-Agent: Mozilla/5. 0 (Windows NT 10.0; Wingd; x84; rv:$6.0) Geclko /20100101 Firefox/58.0 <div class="container">
Accepr: test/html,application/shtmléxml,applicat xmliq=0.8,% /% q=0.8
Accept-Language: en-US,en;q=0.§ <seript type='text/javascript">
Accept-Encoding: gzip, deflats Messenger () .post (i
Beferer type: "success",
hetp: //localhost /monstra/monstra-dev/adnin/index php?id=usersiaction=sditiuser_id=2 message : 'Your changes have been saved ',
Cookie: pma_lang=en; PHPSESSID=ateifgefdugdrmaquaSvidaingd; showhints=1; hideRfter: 3
phplyAdnin=3ctiusltdf8818bghi dnkehstodlviis; b
2107_cookiesID=quauls Ths inbosuleTSvned luchehEgibpl70us J40aTul redhlhsat Skl Snl 8900153 £hh 73 </seript>
2 554 Comeabsi0fel3; el07_t ; <div id="update-menstra’></div>
2107_cookie=3. ahS536a45d9dslabeheesds5dfdseTh ; <divs</div
__utma=111872781. 467838523 1534726799 1534226799, 1534226799 1; <aiv>
__utmz=111872781 1534 1.1 uemesr=(direct) lusnecns (direct) |utnend= (nome) ; Momstra says: This is mot your profile . </dive
_ga=GAl.1 457838523153 99; _gid=GAl 1 1999546074 1534419358 <div>
Connection: close <script type="text/javaseript'>
Upgrade-Insecure-Recquests: 1 $§.getISON("http://monstra.org/api/version. php?jsencallback=?"
function(data){
var current_momstra version = "3.0.4";

Fig. 3



