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Proof-of-Concept 
 

Hello, 

 

I would like to report a vulnerability that I have found on Monstra 

3.0.4. I have found a Insecure Direct Object Reference (IDOR) attack 

is possible. This software has IDOR in 

‘admin/index.php?id=users&action=edit&user_id=2’ with an impact of 

changing details such as password of users including administrators. 

 

Hereby I am adding the information related to my finding 

so that you can have a brief view. 

 

Technical Description: Insecure Direct Object References occur when 

an application provides direct access to objects based on 

user-supplied input. As a result of this vulnerability attackers can 

bypass authorization and access resources in the system directly, for 

example database records or files. Insecure Direct Object References 

allow attackers to bypass authorization and access resources directly 

by modifying the value of a parameter used to directly point to an 

object. Such resources can be database entries belonging to other 

users, files in the system, and more. This is caused by the fact that 

the application takes user supplied input and uses it to retrieve an 

object without performing sufficient authorization checks.  

 

[Attack Vectors] 

Steps: 

 

1.) Here it is visible that ‘tester1’ has role ‘Editor’ and ‘Admin’ 

has ‘Admin’ role. 

 

 

 

 



 

Fig. 1 

 

 

 

 

 

 

2.) Now submitting a request to change password from the admin area 

while being authorized as the ‘tester1’ user. 

 

 

 

Fig. 2 

 



3.) Now intercepting the request and changing the ‘user_id’ parameter 

to ‘1’ which is the user id of an administrator user as it is the first 

user created. 

 

4. ) Upon submitting this request the response is received as 302 and 
then we are redirected to the admin user’s profile changing page where 

the application show the message ‘Monstra says: This is not your 

profile…’ but as shown in the image the changes have been made to the 

profile of the respective user and the password change occurs this 

way. 

 

 

Fig. 3 

 

 


