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When you join this event, your name, email address and/or phone number may be
viewable by other session participants in the attendee list. By joining, you're
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Want to hear about the latest Azure Landing Zones -
Azure Landing Zone events, news, Notifications - Sign Up
surveys etc.?

If so, sign up to our mailing list:

aka.ms/alz/notifications/signup

= You can also opt out, if registered, by heading to:
A aka.ms/alz/notifications/optout




Before we get started... s ‘

At any point, if you have a question please put it
in the chat!

(we have members of the team here to help &)

Also we may stop and discuss your
question/point at that time, we want this to be
an open discussion with all of you &




We shared this last time... ‘

Azure Landing Zones Documentation
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Implementation Options & Accelerators &= ..




Platform

The options below provide an opinionated approach to deploy and operate the Azure landing zone conceptual

architecture as detailed in the Cloud Adoption Framework (CAF). It's important to note that, depending upon

Accelerators B+ _.

Cloud operating model roles and responsibilities

customizations, the resulting architecture might not be the same for all the options listed below. The differences
between the options are how you deploy the architecture. They use differing technologies, take different approaches
and are customized differently.

The Cloud Adoption Framework describes four common cloud operating models. The Azure identity and access for

landing zones recommends five role definitions (Roles) you should consider if your organizations cloud operating

Azure Architecture Center Deployment option  Description

model requires customized Role Based Access Control (RBAC). If your organization has more decentralized operations,

the Azure built-in roles may be sufficient
Y Azure landing zone An Azure portal-based deployment that provides a full implementation of the conceptual architecture, along

Portal accelerator with opinionated configurations for key components such as management groups and policies.

Browse all Architectures

The table below outlines the key roles for each of the cloud operating models.

Architecture icons

Role Decentralized Centralized Enterprise Distributed operations Azure landing zone This accelerator provides an orchestrator module, but also allows you to deploy each capability individually

operations operations operations Terraform accelerator  orin part.

What's new

Azure platform owner (such ~ Workload team Central cloud Enterprise Based on portfolio analysis - see

as the built-in Owner role) strateqy architectin CCoE Business alignment and Business Azure landing zone A modular accelerator where each module encapsulates a core capability of the Azure landing zone
commitments Bicep accelerator conceptual architecture. While the modules can be deployed individually, the design proposes the use of
orchestrator modules to encapsulate the complexity of deploying different topologies with the modules.

¥ Landing zones

Network management Workload team Central IT Central Central Networking for each
(NetOps) Networking in distributed team + CCoE
CCoE

Deployment Options

~ Design guides In addition, after deploying the landing zone, you will need to plan to operate it and maintain it. Review the guidance
Security operations Workload team  Security operations  CCoE + SOC Mixed - see: Define a security

v Landing zone implementations (SecOps) center (500) strategy

CCoE + Application Owners

on how to Keep your Azure landing zone up to date.

Subscription owner Workload team Central IT Central IT +

Bicep landing zone implementation Application

Owners

Application

Application landing zones are one or more subscriptions that are deployed as environments for workloads or

Terraform landing zone implementation Application owners Workload team  Workload team  Central IT + CCoE + Application Owners

(DevOps, AppQOps) Application
Subscription vending implementation Ouners

applications. These workloads can take advantage of services deployed in platform landing zones. The application
landing zones can be centrally managed applications, decentralized workloads, or technology platforms such as Azure

Kubernetes Service that host applications.

You can use the options below to deploy and manage applications or workloads in an application landing zone.

Subscription Vending

Once the platform landing zone is in place, the next step is to create and operationalize application landing zones for
workload owners. Subscription democratization is a design principle of Azure landing zones that uses subscriptions as

units of management and scale. This approach accelerates application migrations and new application development.

Subscription vending standardizes the process for requesting, deploying, and governing subscriptions, enabling
application teams to deploy their workloads faster. To get started, see subscription vending implementation guidance,

then review the following infrastructure-as-code modules. They provide flexibility to fit your implementation needs.

Deployment option Description

Bicep Subscription The Subscription Vending Bicep module is designed to accelerate deployment of the individual landing

Vending & zones (aka Subscriptions) within an Azure Active Directory Tenant on EA, MCA & MPA billing accounts.

Terraform Subscription  The Subscription Vending Terraform maodule is designed to accelerate deployment of the individual landing
Vending & zones (aka Subscriptions) within an Azure Active Directory Tenant on EA, MCA & MPA billing accounts

aka.ms/ALZ/AA

Application

AKS landing zone accelerator

Azure App Service landing
zone accelerator

Azure APl Management
landing zone accelerator

SAP on Azure landing zone
accelerator

HPC landing zone accelerator

Azure VMware Solution
landing zone accelerator

Azure Virtual Desktop Landing
Zone Accelerator

Azure Red Hat OpenShift
landing zone accelerator

Azure Arc landing zone
accelerator for hybrid and
multicloud

Description

An open-source collection of ARM, Bicep, and Terraform templates that represent the strategic
design path and target technical state for an Azure Kubernetes Service (AKS) deployment.

Proven recommendations and considerations across both multi-tenant and App Service
Environment use cases with a reference implementation for ASEv3-based deployment

Proven recommendations and considerations for deploying APIM management with a reference
implementation showcasing App Gateway with internal APIM instance backed Azure Functions as
backend.

Terraform and Ansible templates that accelerate SAP workload deployments using Azure Landing
Zone best practices, including the creation of Infrastructure components like Compute, Networking
Storage, Monitoring & build of SAP systems.

An end-to-end HPC cluster solution in Azure using taols like Terraform, Ansible, and Packer. It
addresses Azure Landing Zone best practices, including implementing identity, Jump-box access,
and autoscale.

ARM, Bicep, and Terraform templates that accelerate VMware deployments, including AVS private
cloud, jumpbox, networking, monitoring and add-ons.

ARM, Bicep, and Terraform templates that accelerate Azure Virtual Desktop deployments, including
creation of host pools, networking, storage, monitoring and add-ons.

An open source collection of Terraform templates that represent an optimal Azure Red Hat
Openshift (ARO) deployment that is comprised of both Azure and Red Hat resources.

Arc enabled Servers, Kubernetes, and Arc-enabled SQL Managed Instance see the Jumpstart ArcBox

overview.
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@ Azure Landing Zones Public Roadmap

[ Backlog

ALZ Public Roadmap

O __| We are thinking abou O . What we are working on... 10 ¥4 What we have completed 15

CAF Naming Alignment (ALZ Portal, Terraform, Azure Policy Versioning ALZ strategy Bicep automation in the ALZ Accelerator ‘Enterprise-

Bicep Implementations) = X Zones' (repo
«A High ™| Medium «A High 2s X-Large

T Low ,;i; Large
RBAC Constrained Delegation for ALZ Subscription vending guidance for common
. application landing zone vending scenario's
wA High Small

48 Medium | g Medium

[
Zone redundancy enhancements

MMA Deprecation (MMA --> AMA or

«A High = @ Medium ;
o 3% Mediun Alternatives)
wA High s X-Large

Multi-region for ALZ ‘

A High g Medium :
wh M » - CAF IAM docs refresh
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@ Updates

Here's what's changed in Enterprise Scale/Azure Landing Zones:

@ December 2024

& Tooling
A I Z W h N W ? + Updated the Baseline alerts and itoring integration section in the portal accelerator to deploy the latest release of
) AMBA (2024-12-10). To read more on the changes, see the \What's new page in the AMBA documentation.

& November 2024

& Tooling

k A LZ h N * A bug was resolved in the Portal Accelerator that caused deployment validation to fail with the error message “The

a a PY m S a tS eW ‘location’ property must be specified for ‘amba-id-amba-prod-001"". This event happened when a Log Analytics
Workspace was not deployed, but Azure Monitor Baseline Alerts were enabled. This issue occurred because Azure Monitor
Baseline Alerts depend on the management subscription, which is not provided if the Log Analytics Workspace is not

deployed. To address this scenario, an additional section was implemented in the Baseline alerts and monitoring tab
allowing the selection of a Management subscription when not deploying a Log Analytics Workspace.

+ Updated the Baseline alerts and itoring integration section in the portal accelerator to deploy the latest release of
AMBA, (2024-11-01). To read more on the changes, see the \What's new page in the AMBA documentation.

¢ Documentation

* Link for the Bicep Subscription Vending changed to AVM (Azure Verified Modules)

@ @ Policy Refresh Q1 FY25

* Updated ALZ custom policies enforcing minimum TLS versions to properly evaluate the minimum TLS version, ensuring
services configured to deploy TLS 1.3 will successfully evaluate.

* Updated the initiative Deploy-MDFC-Config 20240319 to the the newer version of DCSPM: Configure Microsoft Defender
CSPM plan

* Updated Deploy-Private-DNS-Generic policy to include the ability to configure the location/region.
% * Removed duplicate assignment and portal option of Deploy Azure Policy Add-on to Azure Kubernetes Service clusters at

Landing Zones scope, as this policy is assigned in the initiative Deploy Microsoft Defender for Cloud configuration at
Intermediate Root scope.



https://aka.ms/ALZ/WhatsNew

CAF What's New? SERREY

== | Learn Discover ~  Product documentation ~  Development languages ~  Topics v

Azure Products v Architecture v Develop ~ Learn Azure v Troubleshooting Resources v

%4 Filter by title ] Learn / Azure / Cloud Adoption Framework / Get started / ® £ i

Cloud Adoption Framework for Azure

bout e Framenor What's new in the Microsoft Cloud Adoption

What's new F k f
: ramework for Azure
> Scenarios
> Adoption journeys Article = 07/01/2025 - 34 contributors ¢ Feedback
> Strategy
> Plan In this article . .
> Ready December 2024
> Adopt November 2024
> Govern October 2024
September 2024 ‘
> Manage
Show 8 more
> Secure
e We build the Microsoft Cloud Adoption Framework collaboratively with our customers, partners, and internal Microsoft
> Resources

Teams. We release new and updated content for the framework as it becomes available. These new releases pose an

opportunity for you to test, validate, and refine the Cloud Adoption Framework guidance along with us.

Partner with us in our ongoing effort to develop the Cloud Adoption Framework.



https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new

We shared this last time...

Azure Landing Zones Documentation O x o

Azure Landing Zones Documentation Edit page

Navigation Azure Landing Zones Documentation

TBC...

Built with Hugo and & ~ Back to top

Content licensed under MIT License




And it's becoming a reality...
aka.ms/ALZ/TechDocs

Azure Landing Zones Documentation A& O * O

Azure Landing Zones D tion

Navigation Azure Landing Zones Documentation

Bootstrap Welcome to the Azure Landing Zones technical documentation site. This site provides guidance on how to deploy and manag re Landing

Accelerator using the solutions we provi

User Guide o )
Use the navigation links on the left to explore the documentation.

Definitions and Concepts

Contributing ) ) .

) Please see ou 1L or an introduction to the concepts that we will build on here.
Upgrade Guide

Bicep

Terraform The Azure Landing Zones Journey

Getting started
How-Ti The Azure Landing Zones journey Is a multi-step process that starts with bootstrapping your environment and er ith the deployment of workloads.
ow-Tos

Using a custom library

Modify

(2 ) Bootstrap your environment

Deploy Azure platform landing
zone components

Deploy workload landing zone
components

Whether you're a Brownfield Accelerate the deployment of To accelerate the deployment There are multiple Landing
or Greenfield customer, if platform resources based of individual landing zones Zone accelerators that provide
you're looking to implement a upon ALZ conceptual within an Azure tenant. a a specific architectural
new ALZ environment based architecture. Deployment subscription vending solution approach and reference
on best practices, you'll options are available via Azure is recommended. Vending implementation for workload
require multiple subscriptions. portal, Terraform and Bicep. helps deploy a subscription scenarios. These accelerators .
They assist with the and the core resources, e.g., prepare landing zone
deployment of management networking. Subscription subscriptions for a enterprise '
R, _ group hierarchy, governance vending is available using both deployments like Azure Virtual
Updating the module and baseline, connectivity, Terraform and Bicep. Desktop, SAP, AKS etc. These
libr management and security accelerators are available in a
components. wide range of deployment
Known Issues options.

Subscription (LZ) Vending Process
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CAF-ESTF ALZTE A

ALZ Roadmap Repo (wiki) — e
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AAC CAF Ready
{MS Learn) (MS Learn)

ALZ

ALZ Tech Docs ALZ Library
Dependant

AVM TF
Modules

Yesraform landing zone implementation
~ Appication Landing zone design guides

Use the Azure Govemance Visualzer ——— PWSH
F TF Bootstrap Bicep Bootstrap
Accelerator R Modules (wiki) Accelerators (Out OF SCOPQ)

Azure Virtaal Deskiop
Subscription wending implementation Repo (wiki)
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| e S | | CURRENT STATE
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(ALZ patien January 2025

lives within)
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Asks from you a




Asks from you «§
. cjtous1 3 weeks ago

Mot sure if this is a bit off-topic, but | would be really interested in having a deep dive on the azure landing zone library.

* \What are the possibility for expanding its usage outside the bicep/terraform deployments?
* How to use the alzlibtool
* Building our own libraries

L = (o

© (&4

ﬂ viferrarij 14 minutes ago

Could you please go over the recommendations on using shared resources such as Application Gateways, AKS Clusters, Azure
DevOps Agents etc when following the CAF guidelines, where is the recommended place shared resources should live, what
Subscription?

| know the recommendation on Application Gateways is to sit within each App LZ, however, we have found a lot of clients are against
this due to cost management and would rather have them as a shared resource.

0}?/ Guidance on this matter would be very beneficial to everyone.

© &2




Application Delivery in Landing Zones - Decentralized
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Application Delivery in Landing Zones — Centralized Opt. 2
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Portal & Policy Refresh
Q2 FY25 Updates




ALZ Policy

aka.ms/alz/whatsnéw -

News
* Policy Refresh Q2 FY25 * General fixes
Delayed for several reasons ° Community requests

Always review "What's New Mandatory Tags (Audit) policies — RG/Resource

One “breaking” change — initiative cleanup

* Policy Versioning
Azure Policy Versioning has landed (preview)

What has ALZ done?


https://aka.ms/alz/whatsnew

‘ ALZ Portal aka.ms/alz[pdrta'l' '(

News

* Enhanced pre-requisites and wait logic — drastic reliability
improvement for deployments — especially for greenfield

* Azure Virtual Network Manager — Preview

Security Admin Rules & blocking high-risk ports from the internet (matching our policy)

*  Workload Specific Compliance
Al Ready — governance for Al Landing Zones

Added "Audit Only" option for all initiatives 'n_‘


https://aka.ms/alz/portal​

‘ e

AMBA-ALZ Updates

aka.ms/amba/patterns/alz



https://aka.ms/amba/patterns/alz
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¥

aka.ms/amba/alz/wha.tsnelw |

Azure Monitor Baseline Alerts Accelerator

- AMBA-ALZ Portal

A Ccelera tor We n t G A Deployment Settings Management Groups Settings  Notif

Enable Al

(Check the announcement) i

Enable Al

b U pdatEd to Use the |atest AM BA_ ,5.- agemen . Platform Management Group * ©
ALZ release ey e o

Connectivity Management Group * ©

«  Easy filtering of Management
Groups and Subscriptions

Management Management Group * &

Landing Zone Management Group * (0

€ The value must not be emp

No ldentity MG name required !!!

«  Search field to refine the list

*  Select what to enable first to el U e e T



https://aka.ms/amba/alz/portal
https://aka.ms/amba/alz/portal
https://techcommunity.microsoft.com/blog/azuregovernanceandmanagementblog/exciting-news-amba-portal-accelerator-is-now-generally-available/4366521
https://aka.ms/amba/alz/whatsnew​

v\

L

aka.ms/amba/alz/wha.tsnelw |

« New AMBA survey. Fill it in at
aka.ms/ambaSurvey

Faster deployment

New alerts for:

« Application Insights Delete
« Application Insights Throttling Limit reached

# Azure Monitor Baseline Alerts

Welcome to AMBA! i Routes Delete

Navigation

I ‘ « Routes Table Delete
| « RV ASR Health Monitoring

» Alert Processing Rule flexibility

17 bugs fixed « Azure and Hybrid VM policy

. Maintenance and Remediation initiatives assigned to Platform MG

scripts consolidation and - Documentation Improvement _g==
enhancement with increased y

robustness | A


https://aka.ms/ambaSurvey
https://aka.ms/amba/alz/whatsnew
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Decommissioned Sandbox
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Landing zone Sandbox
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Alerting-
ServiceHealth
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Notification
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AMBA R
Roadmap aka.ms/amba/patterns/alz

Quota Alerts « Adding alerts for:
AMBA for ALZ Bicep «  Azure Monitor Ingestion limit alert

. New Resources:

*  AMBA is not yet integrated into the ALZ-Bicep
repository, However, this integration is underway . Microsoft.Network/virtualhubs (for Route servers)
and will soon be available. If you wish to deploy
AMBA now, please see this Wiki

microsoft.network/p2svpngateways

Microsoft.Network/routeTables/routes/delete

AM BA fOF ALZ Te I’I’afO 'm . Microsoft.Network/routeTables/delete

*  We are working on integrating with the Azure- e Additional documentation for:
Landing-Zones-Library and updating the module.

) . Management Groups, Subscriptions, Resource
Addlng Su ppOI’t for CMK for |Og- Groups exemption for policy assignment

alerts storage

Enabling logical volumes exclusion W' ~C

from disk alerts ? A


https://github.com/Azure/ALZ-Bicep/wiki/AzureMonitorBaselineAlerts
https://aka.ms/amba/patterns/alz
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AzAdvertizer & AzGovViz Updates




AzGovViz ALZ Policy Assignments Checker

How to keep up with ALZ policy releases ?
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Terraform Azure Verified .
Modules for Platform
Landing Zones (ALZ) —
TFAVM4PLZ @




New branding

Terraform Azure Verified Modules for
Platform Landing Zones (ALZ)



Composition of Azure Verified Modules

Management

Connectivity

avm-ptn-alz

avm-ptn-alz-management
Management Groups . Log Analytics
Policy . Automation Account
Role Definitions

Virtual WAN Option Hub and Spoke Virtual Network Option

avm-ptn-hubnetworking
Hub Virtual Networks

. - Peering
avm-ptn-virtualwan - Firewalls

Virtual WAN

Firewalls

avm-ptn-vnetgatewway
Virtual Network Gateways

avm-ptn-network-private-link-private-dns-zones
Private DNS Zones



The ALZ Accelerator — the solution for customers that
want a simplified experience

Composed
Module
PowerShell ALZ Module

Orchestrates
Bootstraps Secure Cl / CD




How the ALZ Accelerator Works?

Accelerator Components

Docs and Bootstrap

Documentation

Create the pre-

reguisites

Bootstrap Modules Automated
Bootstrap

Local File

GitHub System

Starter Modules

Bicep Terraform

1 Pre-requisites

Elevated Account

GitHub or Azure DevOps

Phases

Subscriptions

Iterate



https://aka.ms/alz/acc

ALZ Accelerator — New Features!

Scenarios

Scenarios are common use cases when deploying the platform landing zone. The following

Options

The available options are:

. Customise Resource Names
. Customize Management Group Names and IDs
. Turn off DDOS protection plan

. Turn off Bastion host
. Turn off Private DNS zones and Private DNS resolver

. Turn off Virtual Network Gateways
. Additional Regions
. IP Address Ranges

© 0N o U R WM

. Change a policy assignment enforcement mode
. Remove a policy assignment

. Turn off Azure Monitoring Agent

. Deploy Azure Monitoring Baseline Alerts (AMBA),
. Turn off Defender Plans

=

[
\S]

=
w

=
o

. Implement Zero Trust Networking

aka.ms/alz/acc/starter/avm-plz


https://aka.ms/alz/acc/starter/avm-plz

Rationale

Our largest customers said they wanted a more modular approach

Reaching the limits of what we can do with a Terraform Module (Azure
Policy is hard)

Accelerator provides the same opinionated but configurable approach
than the old module, but with the benefit of ClI/CD and SCM.




Library

« One source of truth for ALZ,
AMBA-ALZ Pattern, etc.

« Hosted in GitHub
Documentation site

« A place to store Azure Landing
Zones architectural data,
including policies

« Extensible

« Agnostic to the implementation,
we plan for the next version of
ALZ Bicep to use this as a source



https://github.com/Azure/Azure-Landing-Zones-Library
https://azure.github.io/Azure-Landing-Zones-Library/

Two approaches

Accelerator

Recommended and supported through the
VBD program

Uses the modules that we have produced

Do it yourself

Advanced
Not covered here,

Here be dragons


https://azure.github.io/Azure-Landing-Zones/terraform/gettingStarted/

Benefits

v/

The provider

Ensures your hierarchy is
deployable before you
start

Correctly calculates the
role assignments required

S

The Library

Super easy to add AMBA-
ALZ, or other additions to
your landing zones

Single source of truth for
ALZ

Updates decoupled from
the module and provider

Automatically generated
documentation

15

The ALZ module

More reliable deployments
thanks to retriable errors

Faster deployments thanks
to AzAPI

PO‘O.

Accelerator
New features:
Bastion

More coming...



Proposed Migration Approach

All subject to testing and
validation

Migration will be non-
disruptive for all resources

You can continue deploying

workloads

« Subscription move to a new management group

Two Stages of mlg ration: « Terraform state migration for management and

connectivity resources




ALZ Bicep




ALZ Bicep

*  MVP for vNext: Anticipated for March!

We're looking for teams interested in testing the MVP before its official
launch.

- Scan the QR Code to sign up and participate!

« ALZ-Bicep (Release of v0.20.2 two weeks ago)

Added the option to specify virtual network gateway IP configuration
names.

Added missing DNS zones for policy assignment: Deploy-Private-DNS-
Zones.

Fix role assignments for AMA Policies

Az.Resources 7.8.0
Released with Azure PowerShell v13.1.0.

Resolves the deployment issue when using the Accelerator.



https://github.com/Azure/ALZ-Bicep/issues/791
https://github.com/Azure/ALZ-Bicep/releases/tag/v0.20.2
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An update on ALZ
features in progress &
upcoming




ALZ features alignment progress

Azure Virtual Network Manager (AVNM)

- Security admin rules coming to Portal accelerator ¥

- Blog post on envisioning IPAM (IP address management) in ALZ #8

+ Bicep and Terraform accelerators support &

.+ Mapping of network groups to ALZ management group hierarchy. Join the discussion &

~ Network topology and connectivity

Azure Bastion

« New home for Bastion guidance in docs .

- Refreshed guidance for new SkUs ¥
. Add new SKUs to accelerators + vWan implementation &

Default VM outbound internet access retirement
« ALZ guidance refresh &
- Ability to deploy NAT gateway in landing zones via Subscription Vending &


https://techcommunity.microsoft.com/blog/azurenetworkingblog/optimize-azure-landing-zone-with-azure-virtual-network-manager-ip-address-manage/4262040
https://github.com/Azure/Enterprise-Scale/discussions/1873

ALZ features alignment progress

ork topology and connectivity

BINN

«  New home for DNS docs ¥
- Private DNS resolver guidance refresh ¥

~D

/ Private Link and DNS integration at

- Private DNS resolver accelerators implementation & e
«  Multi-Region Private Link Private DNS Guidance Enhancements & (more on this later from Jack)

Azure Firewall - Management NIC
« ALZ guidance refresh &
« Accelerators implementation &

Other networking features

- ExpressRoute Metro guidance ¥

« Migration of NSG flow logs to Vnet flow logs &
« Subnet peering &



AVAILABILITY
ZONE 2

AVAILABILITY
ZONE 3

AVAILABILITY
ZONE 1

One or more
data centers

Diverse fiber

paths
Availability Zones

Azure Region

AVAILABILITY
ZONE 2

Multi-Region Private

ZONE 3

AVAILABILITY

DNS for Private Link

== === == paths connecting
Availability Zones

One or more
data centers

Azure Region




This is a complex topic and the ALZ team
are sharing their current understanding
and thoughts on this important topic.

This is NOT official guidance as of today!

¥y
A Work In Progress! A



Do we deploy a single set of DNS
zones centrally in a single region for
Private Link? '
OR
Do we deploy a set DNS zones per-
region for Private Link?

¥y
A Work In Progress! A



L

Centralized Per-Redion
(single set of zones) glon
(set of zones per-region)

Aeurs Beaion A Aeure Region B

Aeure PNS Private
Lomes

PNS Frivate

s
Diagram credits & thought soundboard: Adam Stuart & A
See: github.com/adstuart/azure-privatelink-multiregion A Wor k I n P r Ogr (SAN) -’



https://github.com/adstuart/azure-privatelink-multiregion

ALZ Recommended
Approach *for
most*

Arure Region A Aeure Region B

Areire Reaion A Arure Region B

Virtual Netwerks

virtiual Netweorks

Azure PNS Private
Lomes

»  Multiple sets of zones to manage
*  PEs can only have 1 DNS Zone Group for same DN

+  Single sets of zones to manage namespace -
+  Policy automation of DNS Zone Groups works «  Forces requirement of “DNS record syncing system”
*  Hybrid/On-Premises resolution story is simple to be built and maintained by you! :
*  *Should* be able to update DNS records in region down «  Policy automation is complicated (resource selectors etc.)
scenario via REST API call (Terraform, AzCLI, AzZPWSH etc.) ¢ Hybrid/On-Premises resolution story is complicated
*  NOT Portal, Bicep, ARM (metadata from RG may be «  Worse if DNS records are not synced
required which prevents these methods) «  PDNS Resolver doesn't let you link same DNS namespaces
* No“DNS record syncing system” required to single PDNS Resolver instance in single region
*  Not efficient use of SDN *  Makes this approach not feasible *IMO
»  Relies on your L3 routing architecture «  Efficient use of SDN
* Able to update DNS zone in online region = - &
by any method '

A Wo rk I n Prog ress ! Diagram credits & thought soundboard: Adam Stuart ‘

See: github.com/adstuart/azure-privatelink-multiregion



https://github.com/adstuart/azure-privatelink-multiregion

‘ aka.ms/ALZ/MRPLPDNS/Form S | ‘@

We want to hear @ from you a8, IF

* You have tackled this problem already today

Whether you went single set of global zones or for a set of zones per-region

« Have got a "“working” solution today

Even if some pain points

* Are considering changing the approach you originally decided upon

We may reach out to setup some 1-2-1 calls to discuss further to help us shape ALZ
guidance and conversations with Product Groups %,

¥y .
aka.ms/ALZ/MRPLPDNS/Form | A



https://aka.ms/ALZ/MRPLPDNS/Form
https://aka.ms/ALZ/MRPLPDNS/Form

<

A note on upcoming
breaking changes




B LOG: An nou nci ng ZO ne Announcing Zone Redundancy and Multi-Region Capabilities in Azure Landing Zones * vt ™
Redundancy and Multi-Region |
Capabilities in Azure Landing Zones

.ms/alz/resiliency/blog

Phased Approach

redundantby-default Early 2025. New Approach —
Now planned as part of Migration Tooling &

Guidance scheduled for Bicep / Terraform AVM for
Platform Landing Zones (ALZ) Modules



https://aka.ms/alz/resiliency/blog

Sentinel in ALZ Update




We have been looking into this...

Security Subscription wifth Sentinel Deployment
Author:
Status: Draft

1. Problem statement

«  Specific case testing to confirm that customers cannot accidentally deploy 2 Sentinel instance to the
Management LAW.

©

4. Functional Requirements H

Customers deploy their Microsoft Sentinel implementations after their landing zones using a variety of methods, or
as part of their Azure Landing Zone deployment. When they do so, they are often taking the path of least
resistance. This means they often deploy Sentinel to the Log Analytics Workspace associated with the ALZ
Management Subscription. This might be done by the customer themselves, or it might be done by Microsoft team
members who are focused on getting Sentinel up quickly as part of executing VBDs or other engagements.
However, this LAW has more logs than are needed. It contains 2 variety of management logs that are not required
for Sentinel’s security operations. When customers deploy Sentinel to this LAW, they take on a significant cost
burden without additional value.

Today customers can use the Azure Sentinel Allin-One for the deployment: Azure-Sentinel/Tools/Sentinel-All-In-One

at master - Azure/Azure-Sentinel (github.com). This package deploys out a new LAW, and configures Microsoft
Sentinel. However, it doesn't enforce the use of a dedicated Security Subscription.

2. Justification

Sentinel deployments are often deployed in a subscription with many elevated permissions. Due to Sentinel’s critical
nature, it should be in an isolated subscription. A subscription is a security boundary with its own Control Plane
(1dentity/RBAC). This will give you the opportunity ta isolate Sentinel from other resources and scope creep. An
owner ofa Subscription wil inherit Sentinel ownership so if Sentinel s in a subscription for application development
you can expect that the owner of that will have access. There are other methods of reducing this creep, buta
separate subscription is the easiest. A subscription itself doesr’t incur charges. It’s the resources within that cost
money.

Cost is the second driver. Once customers realize that they have taken on this cost burden, they become dissatisfied
and often need assistance in remediating and redeploying Sentinel. This places effort on Microsoft and on the
customer, as well as further reducing their satisfaction with the products and delaying other initiatives. This
dissatisfaction is heij if the was done by Microsoft team members.

We can ensure charge back on Sentinel based on consumption in the one subscription. Sentinels have peripheral
objects like Logic Apps, Function Apps and Machine Learning that have costs associated with them as well.

The best way to address the subscription assignment and LAW location is by including the correct configuration
where possible, and to enforce good practices through policies.

3. Success Measurement

Success measurements include:

* Reduced number of satisfaction calls due to Sentinel charges.

Automation driving Customner to deploy the pattern we want
Policy denying the behavior we da not want.

Documentation explaining what needs to happen.

N Requirement
SE-F1 When deploying the ALZ Portal reference implementation, customers should be =
prompted with an option to deploy Azure Sentinel. If selected, the customer will be
prompted to select a subscription for th — the Security ipti

When the ARM templates are deployed with these options selected, a Management
Group deployment will deploy a Security Management Group that is a child of the
Platform Management Group, and place the Security Subscription iniit. It will then deploy
aResource Group, a Log Analytics Workspace, and Sentinel.

There should also be logic to check the 4 platform subscriptions are not the same for
security, management, connectivity and identity, if possible.
SE-F2 | Diagrams for Landing Zones should include the Security management group and
subscription. Locations include: Azure landing zone design areas - Cloud Adoption =
Framework | Micresoft Leam
SE-F3 | Inthe Security Design Area, a new article for Sentinel needs to be defined, with the topics
of:
+  Planning your Sentinel deployment
+  Recommendations & Considerations
= Link to deployment tools
SE-F4  When deploying with Terraform, there should be a parameter and module set that can be =
used to trigger the creation of a Security Management Group, Sentinel Resource Group,
LAW, and Sentinel instance. This will require adding new parameters, including one for
the Security Subscription.
SE-F5  When deploying with Bicep, there should be a parameter and module set that can be =}
used to trigger the creation of a Security Management Group, Sentinel Resource Group,
LAW, and Sentinel instance. This will require adding new parameters, including one for
the Security Subscription.
SE-F6 | Policies should be assigned to the Management management group that deny the =}
deployment of Sentinel to enforce best practices.

SE-F7 | If SE-1, SE-4, or SE-5 are used by a customer, an initiative for Sentinel logs should be o
«created and assigned to the Landing Zone management group. The policies would
include common resource types provided by the Product Groups.
This should be like the existing “Deploy-Diag-Logs” initiative and the “Deploy Diagnostic =

Settings for Activity Log to Log Analytics workspace” initiative, but with  different Log
Analytics selected and a different scope of content.

5. Non-functional Requirements (Fundamentals)

No.  Requirement Priority
SE- | Prevent customers from deploying Microsoft Sentinel to the Log Analytics Workspace in

NF1 | the Platform Management subscription.

SE- | Guide customers to deploy Microsoft Sentinel in a dedicated subscription, with a

NF2 | dedicated Log Analytics Workspace.

SE- Empower customers to deploy Microsoft Sentinel as part of Azure Landing Zones.

NF3.

SE- Capture telemetry on customer deployments of Microsoft Sentinel as part of Azure

NFa | Landing Zones.

6. Spec History

[Once the spec is available for review, capture the date and reason for every change to the specification]

Date Changes Made Author

7. Optional Sections

[Refer to the Requirements Specification wiki article for possible additional sections for this specification.]




Decisions to make...

Do we need a separate LAW dedicated to Sentinel?

*We think so, mainly due to platform logs increasing costs and causing noise from required security logs
Even though this will lead to some double logging into both LAWs (Platform + Sentinel)

«Often organizations have separate Security teams requesting/driving for this

*Product Group guidance leans to single workspace by default, see here.

Do we need a separate “Security” platform Subscription?

Can it not just live in Management?

Does this need to be in a separate “Security” Management Group?

+Could it just live inside of Platform > Management?
*Does it need to be somewhere else?

*RBAC is suggested to be done at Subscription scope, not MG.
*MGs are primarily for policy assignments

Should ALZ deploy anything Sentinel related? Or should we just just provide placement guidance and platform pre-reqs?

«e.g. Should we just deploy and move a subscription to a management group that ALZ creates?
*This then allows security teams to deploy and mange sentinel however they wish

+Also, they then work with the ALZ/Platform team to get any additional RBAC and policy assignments created as they see fit?
+Or should ALZ deploy Sentinel All-In-One Accelerator, or just provide guidance and link to it?



https://learn.microsoft.com/en-us/azure/azure-monitor/logs/workspace-design#operational-and-security-data
https://github.com/Azure/Azure-Sentinel/tree/master/Tools/Sentinel-All-In-One

We want to hear @ fromyou @8
aka.ms/ALZ/SentinelFuture

= O Azure / Enterprise-Scale Q Type(7)to search 8 - + - [0}

<> Code (9 lIssues 86 11 Pullrequests 9 [ Discussions () Actions [ Projects 1 [0 Wiki (D Security 42 |~ Insights ¢ Settings =

The future of Sentinel in ALZ (follow on from 29th January 2025 Community Call) ' e
#1898

Unanswered ) jtracey93 asked this question in Ideas

Category f]
@ jtracey93 4 minutes ago | Mai edited ~ 0
? | ldeas
As you have heard or seen in the community call on 29th January 2025 we are considering the future of Sentinel in ALZ and whether we
need to change the architecture or not. Labels @
We are locking for your input on what your are deing or seeing in the wild today, to help shape the changes to ALZ (if required) so it is Lol DA
based on real-world deployments Needs: More Evidenc...

Status: Help Wanted ..

Type: Enhancement ...
‘ Type: Feature Reque...
1 participant

3

Notifications "

Decisions to make

rkspace by

R Unsubseribe
You're receiving notifications because you're
atching this repository

Lock conversation .

a
> Transfer this discussion
£ Pin discussion
L2 Pin discussion to Ideas

(© Create issue from discussion

T Delete discussion

Questions to answer (we want to hear from you @ - reply in the comments below)

1. Do we need a separate LAW dedicated to Sentinel?
i. We think so, mainly due to platform logs increasing costs and causing noise from required security logs .



https://aka.ms/alz/sentinelfuture

ALZ + Azure
Connection Program




Purpose
Gain insights from trusted group
Two-way communication

NOTE: Not intended as a support channel - continue to
use GitHub Issues

Not linked to MVP Program!

Criteria

Previously Contributed
Are you an ALZ ambassador? Do you Promote ALZ?

See yourself as an ALZ expert?

Complete link

Triage applications, no guarantees on
entry (we'll only choose a few to start)

Private Group: Azure Landing Zones Influencers & eavare
Welcome to the Azure Landing Zones group with the purpose of a select few advanced M.. v

NEW CONVERSATIONS ~ ALL CONVERSATIONS  FILES L SEARCH

5. What areas of ALZ are you an "expert" in? *

Billing & Entra ID Tenant

1AM

aka.ms/alz/influencers/nominate



https://aka.ms/alz/influencers/nominate

=& Microsoft

Azure Landing Zones
7th May 2025 - External Community Call

Registration:
aka.ms/ALZ/CommunityCallRegister

Agenda (please add suggestions):
aka.ms/ALZ/CommunityCallAgenda



https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda

Next Community Call will 7t May 2025 ‘

Back to an US friendly time slot for this occurrence and
then the one after will be back to this time slot &

Stay tuned to issue #1901 @izesizrepo) i O JEREEEA O

Recordings will be available at:
aka.ms/ALZ/Community



https://github.com/Azure/Enterprise-Scale/issues/1901
https://aka.ms/ALZ/Community

This month’s presenters:

=& Microsoft

Thank You! &

Stay up-to-date:
aka.ms/ALZ/WhatsNew



https://aka.ms/ALZ/WhatsNew
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